© 00 N oo o b~ w N P

N N N N NN R P R R R R R Rp R
g N W N P O © 0O N O 00 M W N P O

UNI TED STATES OF AMERI CA
FEDERAL TRADE COWM SSI ON

PUBLI C WORKSHOP ON CONSUMER | NFORVATI ON PRI VACY

SESSI ON FOUR: DATABASE STUDY
Friday, June 13, 1997

Vol une 1V

Room 432
Federal Trade Conmi ssion
6t h and Pennsyl vani a Avenue, N W

Washi ngton, D.C. 20580

The above-entitled nmatter came on for public

heari ng, pursuant to notice, at 9:45 a.m

For The Record, Inc. (301) 870-8025



© 00 N oo o b~ w N P

N N N N NN P P R R R R R Rp R
o N W N P O © 0O N O 00 DM W N P O

FEDERAL TRADE COWM SSI ON

I NDE X
Panel V... .. . 4
Panel VI...... ... .. . . . 131
Panel V... .. . .. . . . 178
Cosing Remarks. ...... ... ... . . . . . .. 252

For The Record, Inc. (301) 870-8025



© 00 N oo o b~ w N P

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

APPEARANCES:

ON BEHALF OF THE FEDERAL TRADE COWVM SSI ON:
Lee Peel er, Associate Director, Division of

Advertising Practices

Comm ssi oner Stei ger
Comm ssi oner St ar ek

Comm ssi oner Var ney

Toby Levin, Attorney

M chel | e Rusk, Attorney

Caroline Curtin, Attorney

Jodi e Bernstein, Consuner Protection Bureau,

Consuner Protection D vision

Theresa Schwartz, Deputy Director of

Bur eau of Consuner Protection

For The Record, Inc. (301) 870-8025

Di rector,



© 00 N o g b~ w N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 00 M W N kP O

PANEL V: TECHNOLOGY AS A TOOL FOR ADDRESSI NG

CH LDREN S PRI VACY ONLI NE

"How effective is technol ogy in addressing online
privacy concerns relating to children?"
PANEL VA: Software Filters:
Jeffrey Fox, Assistant Editor, Consuners Union
Susan J. Getgood, Director of Mrketing, Cyber Patrol,
M crosystens Software, Inc.

Robi n Raskin, Editor in Chief, Fam |y PC Magazi ne

Gordon Ross, Chief Executive Oficer, Net Nanny
PANEL VB: Application of the Platformfor Privacy
Pref erences "P3":

Deirdre Mulligan, Staff Counsel, Center for Denocracy
and Technol ogy, Internet Privacy Wrking Goup (IPW
PANEL VC. Digital signatures/certificates and bionetric
t echnol ogi es: Mechani sns for Ootaining Verifiable Parental
consent:

M chael Baum Vice President Practices & External
Affairs, VeriSign, Inc.

Tom Carty, Vice President Business Devel opnent &

Mar ket i ng, GTE Cyber Trust
Gordon Ross, Chief Executive Oficer, Net Nanny

" Bi oPasswor d"

For The Record, Inc. (301) 870-8025



© 00 N oo o B~ w N P

N N N N NN P P R R R R R Rp Rp
g N W N P O © 0O N O 00 DM W N P O

PROCEEDI NGS

MR. PEELER: Welcone to the fourth and
final day of the FTC Privacy Wek. Thank you al
for comng. And to begin our session today, we
are fortunate to have Comm ssioner Starek for
openi ng renarks.

COMM SSI ONER STAREK:  Good norni ng and
wel come to the fourth and | ast day of the Privacy
Wek at the FTC. Today we will conclude, and |
woul d like to just say sonething about what an
out st andi ng professional job the staff that put
this hearing together has done. | would like to
congratul ate our staff who worked so | ong and
hard to put these hearings together. Thank you
for such a terrific job. | especially would |ike
to thank David Medi ne and Lee Peeler for chairing
t he heari ngs. Sone of you may know | chair a
conm ttee on consuner nmarkets, and | amrequired
to |l ead discussions simlar to this for a day at
those neetings. |'mexhausted at the end of that
day, and an OCD day is only six hours, so speci al
congratul ations to David and Lee who have done
such an outstandi ng j ob.

Today we are going to | ook at sone of
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the nost interesting issues about protecting
children's privacy online. First, we are going
to hear about the effectiveness and availability
of various types of technol ogy for protecting
children fromdata collection that is not

aut hori zed by their parents, and about mechani sns
for obtaining consent from parents or other

adul ts responsi ble for supervising children. It
seens to nme that the attitude surveys di scussed
yesterday reveal ed the desire of parents to be
enpowered to be parents on the Net: to keep
their children safe, yet to be able to give them
the best, especially the educational benefits of
the Net. | look forward to | earning nore today
about what technol ogies are available to help
parents be parents in cyberspace.

Second, we are going to hear about the
self-regulatory efforts, including howthey are
currently working, ways to enforce
self-regul atory codes, and their costs and
benefits. |In assessing regulatory solutions, |
woul d be very interested in |earning how nuch
content for children, and how nuch variety, there
will be on the Net wi thout sone form of

commercial incentive to provide it, especially to
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persons that may not be able to afford user or
subscription fees to access particul ar
educati onal sites.

Now, at the sanme tinme, extrenely
serious concerns were raised yesterday about the
ability of predators to access and use children's
information to harmchildren. Now, clearly, this
IS an area where there is a conpelling need to
assess whether the current tools for protecting
chil dren are adequate and how t hey can be
I mproved.

So appropriately, this session is going
to close wth a round table discussion with
representatives from consuner and privacy
organi zations, industry and governnent about the
i kely success of self-regulation and technol ogy
in responding to calls for privacy protections
for children. The round table will assess the
precedi ng panel s on technol ogy and
self-regul atory proposals and how effective these
approaches are likely to be. And finally, I
think nost inportantly, we want to hear the
panel i sts' views on where we go fromhere. What
steps shoul d be taken next? Wat should be the

role of governnment? What is going to be the role

For The Record, Inc. (301) 870-8025
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of government, if anything? Wat should the
FTC do?

Now, after thinking about the
di scussi on yesterday afternoon, | think sone nay
have been m sl ed about what this agency wll
undertake. Wen the panelists debate the proper
role of governnment, | think it's inportant to
keep in mnd exactly what the FTC can and cannot
do. W can pursue deceptive practices, such as a
fal se representation that a site will only
collect information for one purpose when, in
fact, the site is using the information in other ways.
W can't initiate enforcenent actions agai nst
violations of an industry code unless they are
al so violations of the FTC Act or another statute
that we enforce. The FTC Act's deception
standard asks whether the chal |l enged
representation or practice is one that would
i kely deceive a consuner acting reasonably under
the circunstances in a material way -- that is,
in a way that affects the consuner's conduct or
choi ce regardi ng a product or service.

Now, we can al so challenge unfair
practices under the FTC Act -- those practices

that are likely to cause substantial injury to
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consuners when that injury is not reasonably
avoi dabl e by the consuners thenselves and is not
out wei ghed by countervailing benefits of the
practices to consuners or conpetition.

As we discussed yesterday, the
col l ection and di ssem nation of personally
identifiable information fromchildren could
expose themto being targeted by sex offenders.
Now, in theory, it may be possible that sone
forms of collection and di ssem nation of
children's personal information, wthout adequate
saf eguards, could successfully be chall enged
under the FTC Act as unfair practices. Attenpts
at rul enaki ng based on theories of unfairness,
however, deprived the agency of a Congressional
aut horization for 14 years and | do not think
anyone wants to nake that m stake again.

Beyond rul emaki ng, gui dance, and
enf orcement based on the FTC Act or other
statutory authority, the Conm ssion can study
I ssues, as we are doing with these hearings; nmake
recommendations, if appropriate, for legislative
action; and encourage and participate in consuner
education. W cannot and should not dictate the

formof your self-regulation, or attenpt to
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regul ate by threat of Conm ssion action in areas
where we | ack authority. To do so needlessly
risks stifling your innovative efforts, not to
menti on havi ng sonmeone point out that the Enperor
has no cl ot hes.

Don't get me wwong, | certainly support
facilitating your discussions and encouragi ng you
to cone up with ways to avoid unfair or deceptive
practices or violations of the Fair Credit
Reporting Act. | just think we need to recognize
the limts on the FTC s authority in the privacy
ar ea.

Now, although it's been a | ong week,
it's also been a very beneficial one. There have
been candi d di scussions of a w de range of
i ssues. W have learned and we will |earn nore
today of the continued rapid devel opnents in
i nformati on collection, technol ogy and
self-regulation. The panelists in this
proceedi ng and others who filed coments have
provided us with a rich record to review. In ny
view, this is exactly the type of process that an
agency |like the FTC needs to have available in
considering its role, and I want to thank each of

the panelists for his or her participation. Not
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just the FTC, but also the general public and the
i ndustry can derive real benefits fromtinely

di scussion of the conplex issues involved in
online privacy. Thanks.

MR. PEELER: Thank you, Conm ssioner
Starek. Qur first segnment today will discuss the
availability of software filters and their use.
four panelists who will be participating in the
first segnent. The first is Robin Raskin.

Ms. Raskin is the Editor in Chief of Fam|yPC, a
magazi ne that hel ps parents raise kids in high
tech times. M. Raskin will present the results
of a Fam |yPC poll that indicates that parents
are concerned about privacy issues on the
Internet and interested in a sinple, transparent
and built-in systemthat |ets them safeguard
their children without having to master the
technical jargon in the Internet market.

Ms. Raski n.

M5. RASKIN: Thank you for inviting nme
here. As he said, |I'mRobin Raskin. ['mthe
Editor in Chief of Fam|lyPC. | was formerly the
Edi tor of PC Magazine, so | could decide to cone
here today and talk to you either as a technol ogy

expert or as a representative of parents. |

For The Record, Inc. (301) 870-8025

We have

11



© 00 N oo o b~ w N P

N N N N NN P RBP RP R R R R Rp Rp R
g N W N P O © 0O N O 00NN W N P O

chose to cone and talk to you as a representative
of ny readership, who are parents. They are
concerned parents and what we call active
conmputer users in that they have nmade a
commtnent to care enough about their children
and technol ogy to subscribe to a nmagazi ne about
conput ers.

So Fam l|yPC is lot different than nost
ot her magazines in that we have famly testers.
There are no experts and | abs revi ew ng
software. We have 4,000 famly testers who live
around the country, and they weigh in on issues in
the formof questionnaires. They review products
for us, and when a product receives a rating from
afamly, it's the famly seal of approval

Whien we started the nmagazine in 1994,
there basically was no consuner Internet. There
were a few online services just beginning to talk
to the consuners on a nmass level. So our readers
have had to learn a |lot very quickly. |'m going
to share a little bit about some of the things
that parents think

I think nunber one, and | think we have
to say it, parenting is a tough job at any tine.

Parenting is an especially tough job in high tech
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times. And | think that a parent's job is not to
make a decision once. It's to nake a decision
and evaluate it and reevaluate and reevaluate it
agai n, depending on a lot of things. Depending
on your individual child and what they need in
ternms of you to play a role. Depending on their
age, and so we can't lunp kids together, because
an 11-year old is very different than a 4-year
ol d kid, and depending on the situation. A child
in school is very different than a child at hone,
and | think that the Internet will be
situationally different at various tines.

I think that parents have conme to the
realization that being a parent in the '90s neans
gi ving up sone personal privacy in a |lot of
ways. | think they know that when they go to the

grocery store. | think they know that when they

go to the ATM machine. | think parents realize that

that is the case on the Internet, and it's
soberi ng.

| think the question now, and having
not been here for the | ast days and watched the
papers and tal ked to parents, the question now
that parents would ask you, if they were here, is

how much is real, and how nuch is conjecture and

For The Record, Inc. (301) 870-8025
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what if? And that is not to say that conjecture
and what if and proactive behavior are bad. |
think we should be sitting in this roomtalking
about what could happen if this scenario played
out? | think it's very inportant to relay to the
public that that is what we are tal king about.
We are tal king about this is what coul d happen,
versus this is what does happen.

| think that parents want a safe
community but they have an order of priorities to
make that community safe, and 1'Il tell you what
| think our famlies believe in a nmonment. |
think they want control, but you have to ask how
much nuance and detail they are willing to accept
in their already very crowded lives. And the
best sound bite | can give you on that is to say,
do they want to fill out a 10-page personal pol
about their cookie preferences or do they want to
check off boxes that say | want to be safe, |
want to not be safe? There are a whole bunch of
interimsteps between that.

I think that people also have to
recogni ze that a good Internet service demands
personal i zati on and personalization demands

per sonal know edge of what you do on the

For The Record, Inc. (301) 870-8025
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Internet. | personally amgratified every tine
Amazon knows what book | like and they tell ne.
They know ny readi ng preferences, they know when
a new aut hor conmes out and they are there for ne,
and | |ike when Mcrosoft Expedia is doing fair
tracking informati on because they know exactly
where I' m goi ng next week. Those are personal
preferences that |I've chosen, but understand that
to make good services on the Internet, you nust
have profiling information about your audience.
And that is one of the greatest things the
I nternet can provide.

| also think that -- I'mgoing to take
a stab here -- I'mgoing to say that there is an
i nherent danger when you tal k about kids, and we

all know how hi ghly charged and enotional the

issue is. W all know how vul nerabl e our chil dren

are, but we nust be careful that we do not use
our children as a ploy to enforce any adult
regul ation. And we nust clearly, when we talk,
separate kids' privacy issues versus adults
because they are very, very different.

So at Fam | yPC, we survey famlies
fairly regularly, about twi ce a year, how they

feel about various Internet issues. W have a

For The Record, Inc. (301) 870-8025
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new study comng out in Cctober. 1'magoing to
take you to February of 1997 when we tal ked to

600 famlies. And what we found was that 62
percent of parents said that they have sonme form of
rules at hone for when their kids were on the

| nternet.

If you look at the Jupiter research
report, they talk to kids. W talked to the
parents. Jupiter reports 46 percent of kids
saying that parents Iimt their tinme online; 45
percent saying that parents limt the sites they
visit. | think our parents in particular, when
you | ook at Fam | yPC readers, you know that they
are very engaged and active in conmputing, so Fam | yPC
readers are going to be nore diligent than perhaps the
rest of the population, and that is where sone
di screpancy cones from

| also think that no matter how you
look at it, if you ook at the flip side, half
the parents are not nonitoring usage at all.

Wien we asked who used bl ocking software, 25
percent of our readers reported that they use
some form of blocking software for their children
on the Internet. Wen we |ooked at those who use

M crosoft Internet Explorer alone, that nunber

For The Record, Inc. (301) 870-8025
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junped up to 43 percent. And that clearly told
us that there is a higher adoption of bl ocking
software when controls are built into the browser
and free of charge.

When we asked about chat, we found that
71 percent of our testers would not |let kids
chat. We think that that nunmber has cone down
some. You will see that in October, that nore
people will let kids chat. W think this is due to
t he grayi ng phenonena of our audience -- as kids get
ol der, they chat. 52 percent said they were not
concerned wth Internet marketing problenms. |
think that nunber will go up. Part of the reason
that nunber will go up is because we are sitting in this
roomtoday. And part of the reason that it wll
go up is because there will be an increased
awareness. So we have to ask ourselves, if parents
are not concerned, is it because we are playing
it out of proportion or is it a |lack of
awareness. That is an inportant question | think
we shoul d keep in m nd.

Whien we tal ked about content, things got
different. Wiile parents weren't concerned about
privacy and marketing on the Internet, they were

very concerned about content: forty-eight percent felt

For The Record, Inc. (301) 870-8025
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that content should be regulated. dearly,
content, not privacy, was first and forenost in
their m nds.

Now, |I'm not going to give you Fam | yPC
data. I'mgoing to be very clear here that this
is an editorial opinion. | think that
i ndustry-initiated technology solutions are the
fastest and best solutions that we have ri ght
now, and we need speed and we need to be able to
react quickly as experts. | see the governnment's
role clearly as a call to synbolic gesture, but I
don't nean to take that lightly. | think the
threat of legislation is a catalyst for very
I mportant things happening, and that threat has been a
trenmendous catal yst in what has gone on so far.

Now, |et nme tal k about bl ocking
software for a nonent. Does bl ocking software
hel p? | would say that blocking software is a
good first-generation solution. It has done an
adequate job of providing a noderate degree of
protection, and | think in these tines that is
really saying quite a lot. | take issue with
peopl e who say that bl ocking software is no good when
the statistics showthat it does nore than

hal f or 60 percent of its job. | think bl ocking

For The Record, Inc. (301) 870-8025
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software is an effective tool, soit's a matter of how
you feel as a parent. Al you can ask for are
good tools.
But on the downsi de, bl ocking
software requires parents to have a lot of tine,
effort, noney and savvy about what they are
doing. As a matter of fact, what | hear from
parents nost often at Fam | yPC is the anmount of
time they spend overriding the block so the kids

can get to the sites that they really want to

see. For exanple, with Amazon, | wote a col umm
called "Best Stoppers.”™ It was the first piece |
wrote about the software. It was bl ocked by

every single package. There you go.

| also think parents need to be very
sensitive about the nuance. |If you walk out on
the street and you ask sonebody whether it's a
rating systemor a filtering system guaranteed
they won't know, and we have not hel ped ease that
confusion. | think that what you are asking a
parent to do when they install a piece of
bl ocki ng software is to understand first, various
parts of the Internet -- Wrld Wde Wb versus
chat, versus news group, versus mail server

You are giving parents a blank palette and

For The Record, Inc. (301) 870-8025
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sayi ng what do you want to disall ow
your children to see when you have no idea.

You are asking parents to constantly
refresh a where-not-to-go list in sone way or
another. You are asking parents to understand the
subtleties of a rating system Ilike what is the
di fference between a mld expletive and a strong
expletive, who is the rater that created that
system soO you are asking parents to be incredible
experts in a lot of things.

| would argue that parents, while they
are -- many parents will be ready for that |evel
of detail at some point, not all are ready now.
To make bl ocking software better, and | think it
will becone better, | think it should be built
into the browser. | think there should be a
qui ck override access: One password froma
parent to get into blocked sites. | think there
shoul d be routine background updates and a
standard for rating and filtering that is wdely
recogni zed.

| think nore inportantly, and sonethi ng
that can really conme out of these sessions here,
is that bl ocking software can help with privacy

i ssues by educating peopl e about the hierarchy of

For The Record, Inc. (301) 870-8025
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privacy issues. Junk mail and stal king are not
the sane thing. But they are being tal ked about --
nostly in the press -- as the sane thing, and
the solutions that we're comng up with are
treating themall as the sanme thing. | sort of
gave a hierarchy of junk mail, inappropriate
chatting, deception, selling of lists -- |
bel i eve a kids' l|ist should never be sold
anywhere, no way -- frauds and scans and bodily
danger. And | think there is a big difference
fromtop to bottomin that Iist that we nust
remai n cogni zant of.

I think people who were here the first
days of the session heard about a | ot of other
enmergi ng solutions. | think generation two shows
a lot of promse. | think you are seeing the
begi nni ng of consensus, that people want to be
notified and they want their consent. They want
to basically have a system where they can refrain
fromhaving their information used, have it used
on one site, as | nentioned with Amazon.com
where it's been very hel pful, or have it used
intrasite and, typically, that will involve --
you can probably be apprised when there is sone

nmonet ary conpensati on.
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Then | think the other question that we
need to resolve is where the protection |ies.

Once you know what the protection is and what it

should ook like -- should it be at the site |evel,

in the browser level, or at the server |evel.
I think that is situational dependent, and |
think that there will be hybrid varieties of
t hose sol utions.

Technol ogy sol utions are great because
they let us stay current. They becone standards
wi thout lengthy ram fication, and they are
created by experts with a deep understandi ng of
the issues. On the other hand, they are created
by experts with a deep understandi ng of the
techni cal issues and not the consuner issues.
They tend to focus on the issue of the nonent,
and | would point out that we haven't really had
closure on the technical side to the content
i ssue, yet we are marching forward on privacy
issues. So if | had to recommend things, | would
say technol ogy can provide the answers provi ded
we ask the right questions, and | urge everybody
to work with real parents and real children in
any solutions that they conme up wth.

I think we nust separate content and

For The Record, Inc. (301) 870-8025
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privacy issues in the consuner's mnd, and we
must make sure there is no prem umprice put on
safety for the consuner. | think we need to
create sinple binary choices in the begi nning.
Havi ng words cone up |like, you are entering a
secure server, or, you are about to give up your
cookie, is not an appropriate | evel of protection
for nost consunmers. Building client

| evel bl ocking software is another inportant

t hi ng.

And | would say, |ook at the novie
i ndustry for a sinple paradigm PG and R when
you go see a novie, does not tell you everything
about that novie, but it gives you a feeling that
sonebody, and nost people don't know who that
sonmebody is who is doing the rating, sonebody out
there has | ooked at this novie's content.

I think on the Internet we have the
wonderful ability to drill down and say, if you
want nore nuance, if you want nore detail, click
here, and we wll tell you whether it's explicit
vi ol ence or frontal nudity, but nmake that first
entry sinple because until you understand the
nmet aphor, you are in no position to drill down to

t he nuance.
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| just urge everybody to renenber the
flip side of the issue. Wile the Internet is a
very scary place in terns of privacy, | think it
al so opens up sone amazingly quick doors to
taki ng action against violations of privacy. |If
you get a postal scamin the nmail, sone letter
that tells you sonething that you don't trust, it
can take you weeks to get through that. |If you
go on the Internet with any junk, scamor fraud
mail, there is a pretty good chance that within
24 hours you will have a full detail between
bl ackl i sted sites, between chat groups.

We are quite good at self-policing, and |
think there is a lot of economc incentive to act
responsibly. | would go so far as to say
Internet service providers will be able to use
the fact that they create secure, private
envi ronnents as an enticenent. Thank you very
much.

MR PEELER: Thank you. Qur next
presenter is Jeff Fox. M. Fox is the Senior
Edi tor for Consuner Reports nagazine. He has
spent over 15 years in software devel opnent
dating back to 1972. He will discuss what the

three major software filters right now can and
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cannot do to block children's personally
identifiable informtion.

MR FOX: | would like to thank the
Comm ssion for giving me the opportunity to help
in this process. [|'mone of those souls that
have been sitting here for the |last three days.
I think 1've learned a | ot nyself over the |ast
coupl e of days, and although | came here to tal k
about the existing products, after
yesterday's session, | think it gave ne sonme
addi tional things to say about how we can sol ve
the problem-- how the process can be inproved and how
we can | ook towards the future and not sinply to the
present. | do want to nention there is
going to be a deno later of future
technology. It looks as if that technol ogy
probably won't be wi dely avail able perhaps for a
year or longer. So the present products, while
they wll eventually di sappear, are probably what
people are going to be living wwth for sone
time. So they are still relevant.

I want to start with a prediction
here. This is a prediction I'm absolutely
certain of. Blocking software will never be able

to protect children's privacy unless parents use

For The Record, Inc. (301) 870-8025

25



© 00 N oo o b~ w N P

N N N N NN P RBP RP R R R R Rp Rp R
g N W N P O © 0O N O 00NN W N P O

it, and that is really sonething that becane
apparent yesterday. It's not just a question of
how effectively the products bl ock. Even the
nost effective bl ocker doesn't block anything if
the parent isn't installing and using it
properly.

So what | would like to start with is a
| ook at what we have on the market now, which
will call the first generation of bl ocking
software. We first tested these products a few
nont hs ago when we | ooked at how well they
bl ocked access to Adults Only X-Rated type
sites. In that case we found that they
weren't totally effective, but they were pretty
good.

The three products that | |ooked at for
these hearings were three of the four that we
had tested that do have a privacy protection
feature by which a parent can actually attenpt to
prevent a child fromtyping in things |ike a nane
and address. Here is a |ook at sone of

the problens, situations we have with the

exi sting technol ogy. As we saw yesterday, these products

are not that widely adopted yet. Only a

relatively small -- | point to the statistics,
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and | think that Robin kind of confirnmed it again
-- that still a fairly small percentage of the
online parents are actually using bl ocking software. And
remenber, these are available free to al
subscri bers through Anerican Online, ConpuServe
and Prodi gy.

You would think with a product available for
free, everybody would rush and get it. There are
sone possi bl e reasons why people m ght not do
that. W have also found that these products are very
hard to find in stores generally. | found from ny
experience with them that they sonetines can be
tricky to install. They can conflict with
per haps your other Internet software or online
servi ce.

Sonetinmes some of them can be hard to
use, as Robin pointed out, wth all the things you
have to nmaster. Sone of these screens are fairly
conpl ex, and they can be a bit daunting to a
not her or father who is sitting dowm for five
mnutes, at 1 o'clock in the norning trying to
mast er them when the kids are sl eeping.

Al so, | have to point this out. This
IS an issue that has arisen on the Net, that

their snut-bl ocking policies may be turning sonme
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people off. |1 don't know what percentage but
they are developing -- there is a buzz on the Net
about these products and sone questions have been
rai sed about whether they don't -- sonme of these
products will not let you ook at the list of
sites that they block, and in sone cases you can
add to those lists. But if you can't see those
sites, you feel like you are kind of stuck with
what they are handing you, and there are sone
cases of blocking sites that many peopl e woul d
consider legitimate sites. 1'Ill show you an exanpl e of
sonmebody online who is really ticked off at
t hat .
The tests that | perforned, the next
point is that these products are not that hard to defeat.
I know the manufacturers nmay di sagree with ny
assessnent, and | hope that we don't have to get
into a real argunent about this because | think
we are | ooking nore towards the future.
I want to clarify sonething because
sonetinmes these findings get reduced to a sound
bite, and I'm not saying that these products don't work,
that they don't block. I'msinply saying that
the security could be quite a bit better, and I

think I'"ve |l earned now that the approach that is
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bei ng taken is possibly not the best approach to
begin with, and | think the manufacturers are
probably com ng to agree with this.

I was speaking with one of the manufacturers
before the session, and I think we agree that the kind of
approach that is called P3 (Platformfor Privacy Preferences),
that we wll talk about later, is probably a better
approach. So we may be just arguing a noot point if we
argue about whether you could tighten bl ocking software a bit.

Al so, on the Wb, these privacy
features are renedial. They try to bl ock speech
rather than access to a site. As we saw wth the
E-mail issue, junk mail issue, blocking speech is
probl emati ¢ because whenever you try to bl ock
"bad speech,” you always run into the issues
of how to preserve good speech. It's absolutely
true even when you try to bl ock kids because if
you try to prevent sonebody in a chat room from
asking a kid what is your nane, what is your
address, you bl ock the words nanme and address. |If
you bl ock enough ordinary words in the English
| anguage, you make it inpossible to hold any kind
of neani ngful conversation. You can have that
probl em when you are trying to censor Kkids.

O her problenms -- the burden right now is
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on the parent to install and maintain the blocking software.

Al so, the parent solutions don't put any responsibility

at all on the commercial Wb publishers. | don't

think that type of burden should be on the parents.

Let's take a quick | ook at the existing

-- this is the Cyber Patrol privacy bl ocking
screen where you enter sone of the nanes and
phrases that you want to prevent your child from
typing in. And on the right is a place where you
can add another 26 or so additional words or
phrases, so this is actually fromny test
that was perforned about three or four weeks ago,
and the sanple that | used for nost of ny tests
was totally fictional, Lois Lane, residing in
Metropolis. | found out that in sone
cases, when | attenpted to go to Wb sites, that
the zip code didn't match with the state, so in
sonme cases, Wb sites actually gave ne sone

probl ens over the zip code. In sonme cases | had
to fudge it.

["11 just show you very quickly, here |
am at the KidsComsite. |[If you look in the |ower
| eft-hand corner, you can see nme beginning to type
in the nane Lois. | typed in L-o0-i. This is

where it asks for the first nane, and Lois is one
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of the words that was bl ocked.

Next slide, this is still Cyber
Patrol. You notice when | typed the S, it was
X ed out. That is basically one of the ways that
these products work. They will erase the
characters you type or just replace themwth
X's. So that is an exanple of actual bl ocking at
that site when | attenpted to type the nane.

If you |l ook at the next screen, all the
products are pretty nuch bound to | ooking for
exact matches, which neans that even slight
variations are not easily caught. In this case,
| inserted an X in the nanme before the S, and so
far it has not recognized that. |If we go to the
next screen, | then go back and delete the X, and
at this point it does not recogni ze the presence
of Lois because |I didn't type it as L-o0-i-s. The
fact that | inserted a character was enough to
kind of throwit off ny trail. And nowIl've
actually typed in the exact nane that was
prohibited. This is what | would call an
undi sqgui sed pl ot phrase. This is where there was
not even any attenpt to really disguise the
phrase. It's just kind of a little typing

trick.
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If we go to the next slide, we wll
see, for exanple, that when | went to a site -- |
don't think you want your kid going to the Add
Tap Room Beer site -- | was able to enter the nane,
E-mai |l address and ny city and state.

Basi cal ly, | skipped over the sequence of
inserting the extra characters, but that is how I
got themin there.

On the next screen, I'"'mgoing to take a
very qui ck | ook at one exanpl e using Net Nanny.
This is the Arazon Bookstore site. |If you | ook
just to the left of that box in the center, you
will see where Lois Lane was once typed. At this
poi nt Net Nanny puts up a warning. |t has erased
it. That is an exanple of effective blocking.

On the next screen, you will see this is
the end of ny placing an order, assum ng that
little Lois wanted to go out and buy a | ot of
copi es of Wnni e-The-Pooh for all her school nates,
and she managed to get hold of her parents’
credit card. Here she is ordering 21 copies of
W nni e- The-Pooh. | didn't use a valid credit
card nunber to get through because they check
your credit card nunber. |If you were going to a

site that wasn't using credit cards, you wouldn't

For The Record, Inc. (301) 870-8025



© 00 N oo o b~ w N P

N N N N NN P RBP RP R R R R Rp Rp R
g N W N P O © 0O N O 00NN W N P O

33

be able to type in the nanme and address
i nformati on.

Moving on to the next slide, this is
Cybersitter which | found sonewhat better at
bl ocking, in the sense that it didn't rely on
checking your typing. Cybersitter nonitors what
you are actually sending out in the Internet. So
here | set up Lois' friend Lana Lang. That is
the setting in Cybersitter for bl ocking.

Move to the next slide. Here is ny
order, again, 20 copies of Wnnie-The-Pooh for
Lana. Again, you can see | got Lana Lang in. |If you
| ook cl osely at Lana Lang, | put a period
bet ween Lana and Lang. Cybersitter was a little
harder to trick. | had to actually |eave
sonmething else in the phrase so that it wouldn't
recogni ze the nane, but as you know, it's not
very much. That nane and address is still pretty
easy to recognize. | suspect a |lot of Wb sites,
particularly if you weren't actually ordering
sonet hi ng, woul d have no probl em cl eani ng that up
or even leaving a nane and address like that in a
dat abase.

So | have to resort to that because, as

| say, Cybersitter actually does scrutinize what
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goes out to the Internet. The other two products
appear to rely entirely on nonitoring the
keyboard or the screen which | would liken to
stationing a security guard in a store, not by a
door but in another departnent of the store. You
really need your security where stuff goes out.
Not in the mddle of a store.

A qui ck | ook, we heard yesterday about
parents having sonme hesitancy or problens reading
the software. Here is a | ook at ConpuServ's
parental control form where people are discussing
Cyber Patrol. That is the product that is
avai l able for free on ConmpuServ, so they are not
di scussing the other products here.

| don't necessarily say that everybody
that uses the product woul d have probl ens,
but these are indicative of the kind of problens
sonme peopl e experience who are actually using the
product. You can have problens like this. And
it's good to see whenever people just throw
around, This is a great software; it does this,
it does that. The reality is you sit down at the
conmputer and start to get into DLL files, and al
ki nds of technical things can conme up that many

parents won't have a clue about.
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Moving on to the next one. Here a
second person who responds to the first person,
had the sanme problem Called the manufacturer
got finger-pointed out to ConmpuServ. [|'m going
incircles. How do you fix it? Not everybody,
but this can happen to people. It can be very
frustrating. |'msure sone people have had this
probl em perhaps with |arger software
conpani es.

MR. PEELER Jeff, two nore m nutes.

MR FOX: One nore slide and then
I"l'l conme to ny conclusions. Here is sone of
the advice given by the manufacturer, to give
an exanple of the kind of technical things
that people can get into, always kind of
technical files.

Sonme suggestions for what woul d make
bl ocki ng technol ogy nore useful, nore w dely
used, and much nore effective: | think | agree with
Robin. The only way you are going to get nost
parents using this kind of technology -- | don't
think we can go nmake themtrack it down, downl oad
it, go out to stores, try to find it -- it's got to
be there just |ike Wndows or the operating

system | think it should be built in.
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Preferably built into the browser and then
everyone's got it. Also, building into the
browser strengthens the protection

capability and elimnates a | ot of these
conplications conflicting wwth everything el se.

W al so should bear in mnd it is
possi bl e sone parents may never be willing to use
privacy software. It should be intuitive, state
of the art. It should be preventive, bl ocking
access rather than trying to control speech. And,
I think that parents nust conpletely trust the
rating system | don't think there should be
doubts in people's mnds about these things.

Move on to the next one, please. |
know we are going to see a deno in a little
whil e, a discussion of P3. This is putting the
cart before the horse. But it was described, |
think yesterday or the day before, maybe we can
di scuss sone of this [ater when P3 is discussed,
but having seen it already, | would say it is
superior to the existing first generation
products. P3 does not appear to do anyt hi ng
about chat roonms, which is a whol e separate
issue. It's still defining vocabulary. It's not

going to be ready for a while. It does require
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adoption by nost Wb sites. That is a problem
because the existing snut-blocking rating system
has been adopted by very few Wb sites. That is
sonet hi ng nost people | think agree, there is
enornmous incentive for that. That is still
having a hard tine reachi ng accept ance.

There is a risk that parents w |

typically set their privacy preference and forget

it

not get involved. They think, hey, it's protecting.

needs to be able to authenticate parents'
approval and give parents nore control. | think
that any rating system needs to be subject to
sonme kind of independent audit.

I think P3 should cover sone of the
mar keti ng practices, JD marketing practices, and
bl ocking friends' nanes. | don't think a kid
shoul d be allowed to negotiate -- as the
presentation of P3 the other day nentioned --
with the Wb site, and nmaybe conprom se
the parent's privacy settings. | don't think
a child should be allowed to do that.

This is inmportant: | think that the
default setting out of the box should be for
maxi mum protection. W saw that browsers have

cone set up to allow cookies w thout notifying
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the user. And that's been basically |like an
unl ocked door. You' ve got to start persuading
mllions of people to go and turn the latch. |
think the default for P3 should be set to the maxi num
protection. Let the parent deci de whet her they
want to | ower the privacy preference setting. Don't force
parents to |learn and start with I ess than the best protection,
and | think P3 also nust protect a child who visits a
non-kid Wb site.

These are sone suggestions that |
have. | think working with the industry, | think
we can nmake the technology a | ot better.
Thanks.

MR. PEELER: Thank you, Jeff. Qur next
presenter is Susan Getgood of M crosystens
Software. Ms. Cetgood is Devel oper of Marketing
for Mcrosystens. Mcrosystens is the manufacturer

of the world's leading Internet filter known as

Cyber Patrol.
M5. GETGOCD: | actually don't have any
visual s right now. | do have something a little

bit later. What | want to bring up is that
as a conpany, we are conmtted to devel opi ng
sinple and easy to use, effective tools

for parents to address these concerns, both
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in content and privacy. Qur philosophy has

al ways been to conbi ne our own technol ogy, to
build software that hel ps the parents and
integrates the industry like PICS and |ike P3 and
anything el se that conmes along as this technol ogy
evolves, as it wll, to help parents solve the

I ssues they face when they tal k about their kids
going online. And in alittle while, 1'll be show ng
you sone stuff that we recently started working
on in a prototype to show how P3 and t hese types
of privacy preferences will work in comrerci al
sof t war e.

In the beginning, | just want to talk a
little bit about the first generation. | think
it's inmportant to renenber that this technol ogy
is always evol ving and al ways changi ng and t hat
is part of why technol ogical solutions and
self-regulation are often the best way to begin
approachi ng those probl ens, because sonetines the
technol ogy noves a whole lot faster than any type
of law could and we want to keep doing the best
j ob we can.

I"mreally here nore to answer
questions that the panel or the people fromthe

FTC have about the existing technol ogy and how
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it's being used by our custoners, howit's being
used in the market. QOher than that, since

Chat gard has been around for the past year, we
have had quite a nunber of people using it to
protect their kids from giving out personal

i nformati on online, and the key to anything with
filtering software, blocking software, the online
controls, America Online or any of the other
online services, is they work when you use them
properly.

Support fornms, |like the ones Jeff
showed you, exist to help parents |learn howto
use this software. Qur challenge is to keep
making it easy for themto use. Nothing is going
to prevent the determ ned child who
wants to di sobey the parents' rules about going
online or giving up personal information or
anything fromdoing it. Wat we can do is
prevent that inadvertent slip of information,
the child who gives out their name not
remenbering that they are not supposed to do it.
Then all the sudden, those XXXs rem nd the child,

not supposed to do this. That is a first step.

second step is really allowi ng the negotiation to take

pl ace so that parents are truly confortable that
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their children aren't giving up personal

i nformati on, or when they do, they know they are
giving it to only Disney and they |ike Di sney, so
that is okay. That is really sort of the

nut shell of ny comments unless there are any
guesti ons.

MR. PEELER: | think we will have sone
questions for the whole panel, but we would Iike
to hear from M. Gordon Ross, and M. Ross is CEO
and President of Net Nanny.

MR. ROSS: Good norning. | want to
thank first of all the Comm ssioners for inviting
me down here from Vancouver. |It's a privilege to
be here. | think over the |ast two days, |
popped in here yesterday to hear what was going
on. | have had discussions with the FTC over the
| ast year or so regardi ng what we are worKking
on.

First and forenost | think what we have
to look at -- and I think we all agree on -- is
protection of children. The phil osophy from day
one has been to be able to protect the children
and free speech on the Internet. W strongly
bel i eve technol ogy can do that. W conme froma

security background, not just a software background,
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and as such there is technology that is being
rolled out this year and next year which can
basically secure the individual, whether it's a
child or adult.

I think there have been many surveys
over the last couple of years on the Net about what
is going on on the Net. But very few of them
have been true to formof what is really
happeni ng out there. W truly believe that the
educati onal community has to be educating the
parents, not the children. The children are already
bei ng educated. | think the governnent should be
spendi ng noney on educating what | call a
| ost generation, which are nom and dad of those
ki ds out there.

| had the fortunate opportunity back in
Septenber to be in LA at the county fair and put
on a semnar for a nonth educating parents and
educators on the wonders of the Net. The Internet is
truly a wonderful place. |It's not just filled
with snut. People aren't just stealing
information. Ninety-five percent of the Internet
is filled wth wonderful material. 1It's the first tine
in mankind's history that we have got gl obal, open

conmuni cations with virtually no way to shut it
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down. Right or wong, that is the way it is.
What we can do is devel op technol ogy that allows
the individual, the corporation or the schools,
or the libraries to control what is happening
Wi thin that system

There are nmany products out there in
the world today. Three of them have been
reviewed by Consunmer Reports. In that article
there are four or five other products al so.
Those are not nentioned today. Mcrosoft is also
inthat report. W are all working to try and
of fer the consuner technol ogy, let them control
what i s happening on that PC -- not under ny
control, under your control. What we have to do
is make the software sinple, nmake it easy to use
and under stand and update.

Granted, on our site now you can
downl oad the list, read themw thin your
software, you can know what you are bl ocking.
However, the download is a little conplex, so
technol ogy is changing that. Cyber Patrol is
comng out with new products. W all are com ng
out with new products trying to address the
I ssues that we are here to discuss today, and

what has been di scussed throughout the | ast week.
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So it's truly our belief that the
technol ogy can address these issues as |long as we
know what the definitions are. And as
technol ogi sts, we can define. | try to tel
people that digital technology is really a sinple
principle. It's not conplex. [It's based on
bi nary nunbers, 1s and 0Os. It's either on or
off. Now, if I can control that switch, then
can control what is happening within that system
whet her that systemis in ny home PC, or whether
I"'mtalking to you. I'meither talking to you, or
I"'mnot. It's as sinple as that. |[If you can get
down to the sinplicity of it and educate the
consuner on how sinple it is to use, instead of
making it nystifying -- sonething nysterious out
there -- consunmers won't wind up doing what they are
doi ng today, still trying to programa VCR, which
has been around for al nost 20 years.

Today, people are going to have to use
conmputers whether we like it or not. And as
such, we are going to have to educate the nasses
on how to use these systens. And, as software
devel opers, we have to make these systens sinple to use
fromthe interface standpoint. There is not a

pi ece of software on the nmarket today that
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doesn't have a bug in it, including Net Nanny,
Cyber Patrol, and Wndows '95. Al of them Anybody
can crack them There is not a major systemin
this world that has not been cracked by sonebody,
whether it's a child, or a very efficient hacker.
Maj or governnent systens have been cracked.
Security is only as good as the people invol ved.
As such, we have to get our parents involved with
our children again. And once the parent finds
out how truly wonderful the Net is, with the
child, the kids will have a difficult tinme
getting on the Net. And the parents wll take
that control back once they understand how to use
it.

So I'm here to answer any questions
today along with the rest of the distinguished
guests here. So I'lIl be quiet now. |If you have
any questions of nme, 1'll be nore than happy
to answer them

MR PEELER | just wanted to point out
we have been joined today by Eric Wenger of the
New York State Attorney Ceneral's Ofice.

MR VENGER: | think that this is one
of the areas that is nost appropriate for

technol ogy. However, | do caution that as many
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speakers point out today, there has to be a

bal ance struck between the | evel of detail you
are providing and the | evel of protection that
the software allows. W are far from making
conputers into sonething that are as easy to use
as a toaster. | don't knowif we will ever get
there, or if we do, that the technology wll

be transparent to the users.

Just to share a personal anecdote,
after this conference | ast year, | went hone and
| have a nuch younger brother who just becane a
teenager, and | said to ny parents there is a | ot
of awful stuff out there. W have to set up
software to block this out. First of all, ny
brot her was upset -- why was | trying to take away
things out there that he mght be interested in

seeing and why don't we trust him things |ike

that -- but | persisted. | said the software has
to be set up. It has to be configured.
downl oaded one of the products. | won't go into

details because |I think the problemis with al

of them | configured it and you have to set up
di fferent user |1 Ds and passwords for each nenber
of the fam |y because there are different |evels

of access that you provide.
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| allowed ny parents pretty good access
and restricted nmy brother, so | get a panic phone
call a day or so later. M father can't renenber
what his password is to start the browser. First
thing you do when you run the browser is you
challenge it to find out who you are so it knows
what | evel of access to provide you. How
many mnutes will it take ne to get over to the
house and di sassenble what it was that | had put
on there because they can't figure out what's
goi ng on.

So the end result was that | took the bl ocking
software of f because everybody was upset with nme -- ny
little brother and nmy parents and even the dog.
So while the software is very powerful, and if |
had a child, | personally would have it set up
and | feel confident that | could configure it.
But I"'mstill pretty confident that, as | think
it was Jeff pointed it out, there is a |ost
generation. | don't knowif it's just a
matter of education: | think that there has to
be a fundanental advancenent in the technol ogy
before it can be useful to many people.

MR PEELER Thank you. A question for

t he panel in general, but particularly for Robin,
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what is it that parents should tell their kids
about disclosing personally identifiable
informati on on the Net? Wat do you advi se your
readers?

M5. RASKIN. | think actually our
readers are sort of generation two of
di scl osure. Let nme give you generation one,
where | think nost of our readers are at.

t hi nk nost parents who have children on the

I nternet know. no names, no addresses, no credit
card information, and don't shop w thout
permssion. | think that is becom ng ingrained
in them

| think generation two is alittle nore
subtle, and | think what we are trying to teach
our children are things like |look at the URL
Not all URLs are the sane; there is a big
di fference.

["ll give you a great example. W
daughter was doing a report on a G eek goddess
the other night. W found one paper from
Princeton and one, Wtches Coven, in New Jersey,
and she had no way of know ng which information
was true. So she nust learn to read URLs and

under st and where the source of the information
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is, so that if sonmebody says earn $50, 000
tonorrow, she can go back and know how to track
the source of that information as true or not
true.

| think the second generation is nuch
nore difficult because it's nuch nore subtle.
It's analyzing the truth in URLs. [It's going to
pl aces to doubl e check, places |like the Better
Busi ness Bureau, which is online, other
bl ackl i sted Wb site places, which are online.
If you have a suspicion that sonmething is not
true, and I'mtal king about a nice little
solicitation |ike when that happened a few weeks
ago where the Anmerican Cancer Society, everybody
who was online got a nice letter to donate noney
to the Anerican Cancer Society to save sone poor
child. The poor child never existed. The
Ameri can Cancer Society never sent it out. |It's
very easy and believable to do that. But the
Internet stopped it fairly quickly because of
bl ackl i sted Wb sites, because of news groups,
because of the type of comrunications that you
can instantly have. That is why |I'm hopeful that
the next thing we have to teach children is how

to protect thensel ves through know edge, not
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just: you nust do this, you nust not do this.

MR. PEELER  So you are saying that
right now the rule ought to be don't give out
i nformation but --

M5. RASKIN. Yes. |'msaying right now,
the sinplest rule is very binary. No name, no
address and as Susan said it can be very
tantalizing. | actually have a 17-year ol d who
nmet sonebody who seens very nice and he only
wants to send his picture to the house and she
really wants this to happen. | said you cannot.
And she is 17 years old. | said you cannot have
this picture sent to the house. At the very
worst he can send it to ny office if he really
wants to send you his picture, or he can send you
a J-peg as an E-mail attachnent and | et him
figure it out.

| think you nmust keep the binary
rules: No nanme, no address and no shopping online
wi t hout perm ssion. And then the second
generation, which is harder for a parent to do,
Is to start to teach about the subtleties of
where this information is comng from

MR. PEELER: W have had two

suggestions today that actually your user rates
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in general that you are reporting are very
simlar to Professor Westin's rates overall, and
we have heard two suggestions that the only
way those rates are going to go up is if the
filtering is integrated into the browser. [|I'm
wondering if M. Ross and Ms. Getgood woul d
respond to that suggestion.
M5. GETGOOD: Basically, | think there
Is sonme truth and, indeed, we found that
America Online uses great conmponents of our
technol ogy and Cyber Patrol is listed within America
Online's own parental controls. In the |ast year
America Online has seen their rates of use rise dramatically
because it's in one place, sinple and easy to use. On
the other side, you have the fact that along with nultiple
children in a famly, parents may use nultiple
online services which may do different things and have
different browsers. So having filtering software
as a separate entity that can be set up once, for
what ever possi ble online service you use, has
benefits to sone famlies too. So integrating bl ocking
software into the browser is certainly an easy solution
| think you are going to see it
continue along in nuch the sane way as we have in

the past year. Online service adding support
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within their own online parental controls, and
then as these self-rating systens -- as rating
systens becone nore prevalent, you will see that
kind of control being integrated into the
br owser.

MR. ROSS: | agree with that point.
I think nost of the browser manufacturers
are busy with other issues froma screening and
filtering technol ogy standpoint. There are two
i ssues here, and | think Consunmers Union
menti oned one of them and that was the
avai lability of this software at retail. Wat a
| ot of people don't understand is to develop a
software package and get it into the retai
market, just to get it into the retail channel,
you are | ooking at an expenditure of roughly a
half a mllion to $1 nmillion. And that is to get
it inwth distribution.

We currently are distributing to a
| arge distributor to get the software into various
stores. Those stores have to order it through
the distributor. They can't cone directly to us,
or we can't go directly to the stores. [It's just
the way the systemis set up. To get it into

that channel, you are looking at a half mllion
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dollars to $1 million expenditure.
MR. PEELER: You are primarily sold
t hrough stores?
MR ROSS: W are sold both
el ectronically online, electronic distribution,
in retail channels through distribution and

al so internationally through distribution.

MR. PEELER  Coul d you give us a rough idea

of what the retail versus the Internet distribution is?

MR. ROSS: Retail versus the Internet
distribution: retail right now probably counts
for about 8 percent of our revenue. That is
drastically starting to change. Wthin the
retail channel now, the cost of packaging is
rel atively expensive because you have to make the
box in order to get into the stores. That
four-color box is relatively expensive to
produce. Electronically you can distribute it
much cheaper. It's just a file downl oad. The
majority of the software packages today cone with
online help, which is basically the nmanual
online. Then the custoner can print that out if
they so choose.

But as you see nore and nore el ectronic

di stribution going on on the Wb, you will see
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nore and nore software being distributed directly
to the hone.

M5. GETGOOD: W all have been in
retail in one formor another in these past
coupl e of years and one of the things we found is
that the traditional conputer retail store, like
Conp USA or whatever, was not a place that
parents went to when they were | ooking for things
to protect or use for their kids, like
educational software. They go to Conp USA to buy
cabl es and nodens and stuff for their home
busi ness, or whatever. So you quickly saw a | ot
of filtering software in the bargain bin.

One of the things that we are | ooking at
nore famly-friendly retail channels where
parents really go to buy software or buy for
their kids because that was one nore outlet that
m ght be an appropriate place to put this kind of
sof t war e.

MR. PEELER If in order to really
up the rates the filtering has to be built
into the browser, how nmany years out are we
tal king before there would be substanti al
increases in the rates?

M5. GETGOOD: Are we tal king content
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filtering still?

MR. PEELER: Privacy filtering.

M5. GETGOOD: | think that Deirdre
Mul ligan from|PWs can probably answer nore
specifically in the next piece of this sonme of
the progress that is being made on the privacy
| abeling side. As far as supporting privacy in
software, that is actually one of the easier
parts of it, fromny point of view

MR. PEELER: Do you have an estinmate of
what type of tine frame you are tal king about?

MR. ROSS: That, | think, becones a
resource and cost issue and a priority wthin the
organi zation. As a small software devel oper
that is our priority. Some of the |arger
sof tware devel opers have other priorities such as
operating systens, et cetera. So it's not a high
priority itemfor them

Larger software devel opers normally approach
organi zations |i ke ourselves, Cyper Patrol and
ot hers and nmeke |icensing arrangenments to
i ncorporate that technology. | believe that
Is going on in the industry right now.

MR FOX: | want to comment also on the

avai lability. 1It's not just a question of how soon
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filtering software will be incorporated into the browser,
but al so how soon a | arge nunber of Wb sites wll
actually support the systemonce it's fully

devel oped. Because we have a situation where

M crosoft's Internet Explorer supports the RSAC

content bl ocking and yet a very, very

smal | percentage of Wb sites have

i ncor porated the RSAC content bl ocking.

So even if you have it in the software,
you have a second problem which is getting
enough Web sites to support it, so that it's
actual ly useful.

MR. ROSS: That's right. | think that
is due to the gl obal ness of the Net. The
PI CS consortium which we are all nenbers of in
the filtering arena, has been in place since
'95 when they made the announcenent in
the Internet world. However, for gl obal
acceptance of PICS technol ogy, you run into the
same issue you run into with the novie rating
system what is X-rated in the United
States or Canada could be PG 13 in Paris,

France or sone other country.
When you get into these ratings

procedures and decide to rate your Wb
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page with RSAC or SafeSurf or sone of
the other rating organi zations -- how do |
rate it. The rating wll depend on what
country I"'min. So it becones very,
very difficult. How do we force the Wb
to rate, other than on an honor rol
system

There's a conpany cal |l ed Net
Shepherd which has currently rated
300, 000 English pages according to content. Qut
of those, roughly 5 to 8 percent are adult-rated
content. However, since they rated that -- an
expenditure of roughly $1 million to do that -- you
are now up to a mllion pages out there that are
English content and growing every day. So it's
an astronom cal cost factor to admnistrate
that. |If you do a sinple mathematica
calculation to rate all those pages, at the tine
they started there were 57 mllion pages on the
Web. They were going to do it in a 90-day period
with 16,000 people; they were |ooking at a $52
mllion expenditure just to rate it.

As all of us who are involved in
this technol ogy on the Wb know, as soon as you rate

all these pages, probably 30 to 40 percent of
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themw || have changed or disappeared, and | think
sonebody pointed out that nost of the Net

citizens out there right noww || get on an issue
when they see it on the Wb, either a news group
or an E-mail regarding a certain situation.

There is one organi zati on that has been
slammi ng all of us as filtered or censor-ware
peopl e. \Wen you | ook at what the
i ndividual is doing, he is basically a freedom of
choi ce individual which | comrend himon because
he is trying to protect the First Amnendnent.

He's a young nman but he also has a valid issue
with sonme people who have been flamng him It's
becone a war of the words out there.

But we as technol ogists, specialists or
or whatever you want to call us, we know what
I's happening on the Web. W al so know how to
devel op the technology to take care of that.

It's just a matter of tinme and resources,

and what do we want to do, and | think the
first priority is to protect our children.

| don't think anybody in this roomw || argue
with that.

The ot her issue that always cones

up is the pornography on the Wb.
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There is one subject globally that we all
agree on and that's child pornography.
Unfortunately, there are countries in this world
that live off pornography. And even though these countries
say they agree, their child pornography is
still going on. We as technol ogists are trying to
track that. Froma security standpoint, we are
devel opi ng technol ogy so we can backtrack.

MR. PEELER: Thank you. Comm ssi oner
St ar ek

COW SSI ONER STAREK: | think I heard
Jeff say that ACL, ConpuServ and Prodigy are
offering this technol ogy but nost people don't
utilize it. How does it differ from what those
conpani es offer?

MR. FOX: Those three conpanies
actually offer Cyber Patrol. | think in
sone cases it's a custom zed version that is
designed to work with their servers. It may be
slightly different but simlar to those
products.

COW SSI ONER STAREK: How effective are
they at this point?

MR FOX: How effective are the

product s?
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COW SSI ONER STAREK:  Yes.

MR. FOX: You nean protecting privacy?

COW SSI ONER STAREK:  Yes.

MR FOX: As ny test showed, it wasn't
that difficult to get around the bl ocking software.
We don't have statistics yet that actually show what
percent age of parents were having problens with the software
or think it doesn't work.

MR ROSS: | know we do have E-mail. |
can't speak for Cyber Patrol or any others, but
we are all in the sane gane. | know we do have
E-mai|l from custoners and various ot her
organi zati ons that have incorporated this type of
technol ogy where viewing the audit trail they
have, they just nonitored what is happening on
the termnal and did an audit trail afterwards
and took appropriate steps. Sone of the
steps have resulted in termnation of enpl oyees
for downl oadi ng i nappropriate material. So these
organi zations are using this type of technol ogy,
and once it's used correctly, they are not trying
to hack through the system which |I know Jeff has
done. W can devel op technol ogy and nmeke it nore
sophi sticated, but the whole issue is how do we

educate the consumer in howto use this
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technology. [It's difficult enough to push the
i ssue of "security" w thout meking it sound
paranoid. And as nost of us in the security
busi ness know, security is based on

par anoi a.

We currently have alarm systens in our
homes and cars. W wal k down the streets with guns and
pepper spray. The only thing we don't have
secure is that guy comng into the hone. That is
what we are working on here. How do we control
the information hi ghway com ng i nto our house.

W are going to use that to comrunicate in the
future. So how do we make sure your digital data
IS secure at home?

This is the way we are going to
communi cate in the future, and I think the
technol ogy, the conpanies that are involved in
this technol ogy can devel op these products. It's
just a matter of resources and tine.

M5. GETGOOD: Certainly, each of the
online services should say nore specifically
about what they do. Since we are involved with
the three you nentioned, | think I wll just tel
you what they each do in terns of filtering and

privacy. ConpuServ and Prodigy both
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provi de Cyber Patrol, so they have control

over chat nmuch as we provi ded Chat gard.

They al so do sone | evel of control over

their own content and availability of

information. America Online has pretty

sophi sticated parental controls in terns of what
kids can and can't do. |If you select the Kids

Only channel for an Anerica Online child, you have a
relatively safe encl osed environnent, and that is

an application of technology. And I'msure Anmerica
Online has already said sonet hing nore about what they
provi de.

MR FOX: | want to say | have to take
exception to the characterization of ny work as
"hacking a product.” As | wote up in ny
subm ssion to the FTC, | did not do
anyt hing that involved programm ng or anything
t hat anyone who knows how to use a word processor
couldn't do; any person in this roomcould do
exactly what | did. | did not do anything highly
technical. [It's not hacking.

M5. RASKIN. Kids actually do it. They
are right there with Jeff. They all know how to
do this. So keyboard control is not really

an effective bl ocking nmechanism for
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privacy. Utimtely, | wuld say we are

two years fromthe point where you

can walk up to a conputer and in sone

way have it recognize who you are: be

it voice, be it face recognition, or
fingerprint. Some sort of digital signature.
It remains to be seen which one will play out.
We are still in the very prehistoric

times of blocking sites, and authentication

wll really nove us along very
very quickly.
MR ROSS: | didn't nmean to insinuate
you hacked, Jeff. 1'll take that back. Hacking is a
crimnal offense. | think you are right, Robin:

the technology is going to be devel oped, and
t hrough the authentication process in the near
future, we wll know who is typing or accessing
the system Sone of us here will be talking
about that later. But |I think that we really
have to sit down and try, like |I said, fromthe
very beginning to educate the | ost generation.
And that is nom and dad.

Many of ny friends don't understand
what | do because |'ve been doing it all ny

life. They don't howto start up a conputer.
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They have to ask their children.

MR. VENGER: | want to nmeke this
clear. This is just ne talking. | think one of
the things that we tend to do is we all get
fascinated with the fact that this is a gl obal
medium The fact that | published a Wb page and
sonebody in Pakistan can read it is all well and
good. If we were trying to inpose sone kind of
regul atory schene, then we should be worried
about trying to inpose our |aws on ot her people.
But I"mnot sure that | buy the objection that
was raised here that if we have sone sort of
voluntary rating schene that that woul d be
i nposing our will on other people.

First of all, | have to nention the
fact that the vast mgjority of users of Wb
sites and software designers are here in the
US If the industry in the U S.
decides to try to voluntarily adopt standards
that would make it easier for U S custoners to
use their software, | don't necessarily agree
that we have to worry about what the effects are
wor | dwi de.

MR. PEELER: Thank you.

MR. ROSS: | would have to take
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exception to that. 1In a global comunity, we
have to look at it globally. Ganted, we do have
a large scientific community here in North
America. However, there are Eastern Bl oc
countries that have a | arge software

devel opnent community. A lot of software that is
currently being devel oped is being devel oped

by programmers of fshore because the cost

of | abor is much cheaper.

That is happening, so we have to be
aware that wth a global nedium we have to | ook
at a gl obal issue and no single country can
devel op a set of rules. So we have to get
toget her gl obally and devel op a gl obal
standard. And that is what we are trying to do
with PICS, and that is what we are trying to do
with filtering technol ogy.

The National Conputer Security
Associ ation here in the United States has forned
a new consortiumcalled SIFT, which stands for
Superior Internet Filtering Technology. SIFT
wants to set standards just |ike they have done

with antiviral software.

MR. PEELER:. | think that is a good
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transition. Qur next panelist is Deirdre
Mul |'i gan.

MR. VENGER: Can | nake one foll ow up
poi nt ?

MR. PEELER  Sure.

MR. VENGER: The U.S. novie industry
makes novi es and rel eases themhere in the U S,
and they are rated here in the U S. And the fact
that they are rel eased worl dwi de and then receive
maybe other ratings in other countries is
certainly worth considering, and | think, |I'm
just saying that it shouldn't always be the
governing principle. W have to face the fact
that we are here in the U S. and so nuch of what
is going on is herein the US  Obviously, it
woul d be ignorant to ignore the rest of the
world, but if we are working here under
vol untary standards, it mght just be
appropriate to think about the effects here
in this country.

MR PEELER: | would also |like to ask
the panelists that used overheads or slides to
supply copies of those for the record. Deirdre
Mul ligan is Staff Counsel for the Center for

Denocracy and Technology. | think she has been
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on the panel for all four days. She is joined by
Susan Getgood in this presentation.

M5. MJLLI GAN:  Unli ke sone places where
bei ng around for four days m ght not be an honor,
I want to assure you that it has been.

On Wednesday we did a very
brief presentation about a joint effort to
devel op both a vocabulary for privacy or a
| anguage for privacy and an underlying techni cal
tool that would allow the user, being you or | or
a parent, to set up privacy preferences about the
use, disclosure and collection of their
information and allow Wb sites to very easily
state their information practices. Wat |I'm
going to do today is talk a little bit about how
this mght work in the children's area and sone
of the unique issues surrounding inplementation.

| want to start by saying that |ast
year, and | think certainly at the workshop this
year, the baseline has been the principles that
were put out by the Center for Media Education
and Consuner Federation of Anerica -- everyone
agreed that notice and parental consent were the
right nodel for dealing with information when it

deals with children. And I think what you
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have heard from everyone in the past two days has
been conpletely on that issue; no one has
said that that is not the right nodel

The Center for Denocracy and
Technol ogy i ndependently filed sonme coments
on CVE/ CFA' s proposal |ast year conpletely
agreeing with their principles of notice and
parental consent, but saying that we were very
concer ned about how you verify parental
consent in this nedi um

As sonmeone noted the other day, one of
the beauties and difficulties of this nmediumis
t hat people still do not know who you are. You
are not required to identify yourself. And that
goes for children as well as for adults. And
that in | ooking at the proposal put on
the table, the notice and consent portions,
for me are very conpelling.

The idea that the Ronald McDonal d site,
if they are going to use a child' s nane to
di splay for a one-tine, your day in history and
then discard that information in order to let a
kid participate in that, we are going to suggest
that a mailing goes in to Ronald MDonal d

containing the child s nane, probably their
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address, the parent's nane and a witten

perm ssion sounds to ne nore |like the
parent/chil d dat abase provision of a privacy
proposal, and that is what | would like to step
back from

What we tried to do is focus on
how do we facilitate the idea that parents should
be in the decision-making position w thout
requiring that anybody know that the parent is
maki ng decisions for the child?

We don't have to | et anybody know they
are dealing with a child in this mediumand we
think that is inportant, specifically when you
put it in the context of the concerns that
we heard yesterday. There are two types
of privacy concerns. There are the
privacy concerns that are very conpelling
concerns about how our children reveal
i nformati on about thenselves to others, be it in
the offline world or the online world; we
want to encourage our children not to tel
strangers their name and address, not to tel
strangers how to reach themand find them and not
to set up planned neetings with people

outside their parents' purview.
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On the other hand, we have another set
of children's privacy issues, which is not about
por nography. It's not about pedophiles. It's
about information being disclosed to known
entities, to Wb sites. | want to keep those
I ssues separate partially because | think they are
addressed in different ways, and | think that has
been hi ghlighted by sone ot her people who have
spoken.

This is a slide that you saw t he ot her
day. It outlines what the underlying
vocabul ary for the Platformfor Privacy
Preferences would likely | ook |ike.

"' m speaki ng of a vocabul ary that was

devel oped by the Internet Privacy Wrking G oup,
which | should say has been a long effort over
the past six nonths by a nunber of organizations,
consumer organi zations, privacy

organi zations and conpanies. And particularly in
the children's area, | think the help of

organi zations such as the Center for Mdia
Educati on have been hel pful in figuring out sone
of the ways in which this should be inplenented
to respond to children's privacy issues, and al so

in very clearly indicating where they cone up
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short.

The top line of this just tal ks about
different types of information. Physical contact
information is information which we are nost
concerned about usually when, as a parent, we are
t hi nki ng about our child: their nanme, their
address and their phone nunber. W are also
concerned about their cyberspace contact
information, their E-mail address, but there are
al so other types of information: their
navi gati onal data, which we discovered on the
Internet can be used to harvest an aw ul
| ot of information about soneone's activities,

di sli kes and I|ikes.

On the | eft-hand side, you have two
cat egories about users and disclosures. These
are if you are a systemadm nistrator at a Wb
site. These are probably fairly straightforward
for you. If you are a parent, | think as
everyone here has very clearly stated, these are
not .

Il would Iike to nove to the next
slide. W were very cognizant that a parent
woul d not necessarily want to or be able to

under stand t he nuances unl ess they were given
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some context. W were also very, very wary of
saying that there should be defaults.

Generally, defaults are set by a conpany when they
decide to inplenent a product. And while we can
certainly talk about what a default should be, we
wer e | ooking at what should the choices be and
what shoul d peopl e be able to choose from And,
hopefully, in this paradigmwhere the ability to
click is afairly sinple activity, we can

get to a point where there isn't a default: that
the parent nekes a choice at the front end.

What we thought first was that this
should start with a warning to parents. One,
that there is no substitute for parenting.

Whet her you are putting your child down in front

of a conputer or in front of the TV, that you are
their best tool. But that there were ways that
parents coul d engage in protecting their children's
privacy.

Also inmportantly, that while we can set
up preferences that will protect your children's
privacy when they are dealing with a Wb site,
there are many activities on the |Internet
that your child can engage in -- bulletin

boards, chat roons, other areas where your child
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m ght be giving up information -- that a Wb site
IS not necessarily going to have any control over
how ot her people on that site m ght use that

i nf ormati on.

So the first four choices here reflect
the way in which you would be imting or
prescribing your child s interaction with Wb
sites. And they say things like, I want ny child's
online privacy to receive a maxi mum al |l owance of
privacy protection. Pretty straightforward.

"My child can visit Wb pages that
collect infornmation as long as it's not tied to
his or her real identity;" perhaps the child
is filling out or clicking on different icons
that indicate his or her three favorite colors. Just
so long as they are not collecting information
about ny kid' s identity, that is okay. This may
facilitate the ability of kids to do different
types of interactions, both with each other and
in games wi thout kind of saying that any
interactivity is, per se, bad.

The next one says, "My child can visit
Wb sites that collect personally identifiable
information for internal purposes only." So ny child

can go to the PBS or CTWsite, and she can
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rel ease informati on there as

ong as it's not

going to go outside that entity.

And the | ast one says, "My child can visit

Web sites that share personal

y identifiable

information with others.” Now a Wb

site m ght have very, very specific information

practices that they would reveal to you. But we

t hought as a baseline this would help parents in

maki ng sone type of choice.

As | said, these deal with kind of

the Wb site privacy practices, but in order

to really address the children's privacy

concerns, we thought there wer

e two ot her

i ssues that had to be addressed. One was,

the second, that says | want ny child

to be bl ocked fromall Wb pages offering

bul I etin boards, chat roons, electronic pen pals,

prograns where kids m ght disclose information

that is going to be avail able
than the person operating the
is a yes or no. As a parent,

ki ds goi ng here or not?

t o soneone ot her
Web site, and this

do you want your

Simlarly, we thought that pages

that have a credit card nunber

request or

request sone ot her paynent nechanism often are
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pages that are registration pages or order forns
where there is already a | ot of collection of

i nformati on, or they also have sone tie to sites
t hat people have noted m ght have objectionabl e
content. So we thought that having a

button that very easily allows you to bl ock your
children fromWb sites that were going to
requi re sone kind of paynent nmechani sm woul d be
useful .

Now, | just want to be clear that
this is not a Wb site. If you can | abel
specific pages at a Wb site so that ny
child mght be able to go to all of Nabisco
Onli ne except for the page on Nabi sco that
asks for information, this m ght solve sone
probl ens, but it m ght al so cause sone
probl ens.

The Internet Privacy Wrking Goup and
the P3 platformare not about controlling
content. They are not about marketing practices
or advertisenents. They are about information
collection. However, | think, as sone other
people will probably discuss later, that the
context in which information is requested,

particul arly when you are dealing with children
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is, of course, a relevant consideration.

| think even nore inportantly as the
Platformfor Privacy Preferences is a project of
the World Wde Wb consortium making sure that
children's experiences as well as adults'
experiences online are seanl ess, which was the
reason that this is trying to be built into the
infrastructure. This is a really paranount
concern, so | think that in figuring out how a
site mght describe its practices, we would want
to think about doing that in a way that was not
going to set up difficult interactions between
parents and children, nor set up a frustrating
experience for a child where they see Get Free
T-Shirt, Get Free T-Shirt, Onh, give us
informati on. Those three things mght all cone
under the sanme information practice because they
are tied together in a sequence.

So in closing, | just want to say that
there are things that the technol ogy can give us,
and there are decisions about inplenentation that
| think have to be nade wi th gui dance and advice
froma larger coomunity, and as Jeff pointed out,
this is a process under devel opnment. The World

W de Web consortium can respond to sone of the
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guestions about when. The Wrld Wde Wb consortiumis
having its first kind of full nmeeting to | ook at the P3
project on June 26th. | ampleased to say that | know
Susan CGetgood will be participating, and |I'm hopi ng
that sonme ot her peopl e who have experience in
communi cating with children will also be. W
have been fortunate enough to have the advice of
El i zabeth Lascoutx from CARU and that of people
who are in the business of know ng how to
conmuni cate with children. | think it's
incredibly inportant that they influence how this
devel ops.
| would Iike to turn it over to Susan,
who is going to denonstrate a nock-up of what
P3 mght look like in a child s product.
MR. VENGER: | was just curious about
what this particular part neans. This is the
privacy preference, right, the one that said they
can't collect personally identifiable
information. It seens like that's what the title
was. And hal fway through it it says, My child
can provide her nane, address and phone nunber or
E-mai | address for which -- that's mainly used
for the purpose for which it's solicited. |

t hought that would have been the second choi ce,
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You can coll ect personal identifiable information
as long as you are not sharing it with everybody.
M5. MILLI GAN: | think you caught a
glitch. As | said, this is a process, and |
think what this should say, let's see, "that
collect infornmation as long as it cannot be

tied to his or her real identity," | should

think they can collect information about navigation

or allowny kids to participate in a way that
they woul d not be disclosing information. Sorry,
t hank you.

MR, PEELER  Susan.

M5. GETGOCOD: As Deirdre said, what
we have done is inplenmented a prototype
to give you an idea of what parents
m ght be able to do with P3 within
one of the nost popular filtering software
products.

This is a prototype that is using
an existing vocabulary, and it's just
giving a beginning of an idea. As we started
to look at this, we started to think about
things we wanted to do to inprove it, which
which is why we are going to be participating
in the WBC.
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This is your highway. You are al
famliar with Cyber Patrol, and this is a
first look at inplenenting privacy profiles.
We | ooked at two things. First off,
i npl ementing privacy for children is actually one
of these things that is a little bit easier than
trying to deal with it for adults. Adults, you
may negotiate with a Wb site, well, maybe |
mght be willing to give this up or give that
up. Parents generally are interested in one
thing. If a site's policies don't match the privacy
preferences set for ny child, I don't want nmy child
to go there, or I want sonme nechanismto reviewthis site
| ater and nmake a decision for nyself for my child.
So what we did was | ook at parents who
want to take these vocabul aries and apply them
and either issue a warning that the privacy
preferences don't match, possibly for an ol der
child who understands nore of the rules of the
road, or block the site if the famly's
privacy preference for that child
don't match those Wb site practices. And
secondarily, once they have bl ocked that site,
they m ght want to give the child an option to

allow that site to be stored for later parenta
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review. The child should have this option to

store a site or not, based on their decision about

whet her they really want to go here and whet her they want
their parents to |look at this or not. Because

you don't want to allow your children to go

everywhere they want.

These are the sanme four statenments that
you saw before. Again, this has got to be nade
sinple for parents to use for their children.

Web site adm nistrators can certainly

understand that there are various vari abl es.
Parents want to nmake a sinple choice

choice, My child can visit Wb pages that
collect information as long as it can't be tied
to his or her real identity. Then, as Robin

poi nted out earlier, parents mght want to dril
down and if they do, let's give themthat option.
But | can guarantee you | don't think nost
parents are going to want that right now  But
you can indeed go down and | ook at all of the

pi eces behind this and nmake further decisions.
This is for the technical people

actually parsing a rap file. You are seeing the
actual contents of the information. This is

just a prelimnary inplenentation, and when they
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select it, it will actually bring up the various
things that match a reasonable profile, and that
is pretty nmuch it.

MR. PEELER: Thank you. |Is Deirdre

still here? | have one quick question for
you. | guess the question is the sanme one
I was asking earlier, which is -- how
| ong?
M5. MIULLIGAN. | am hesitant to speak

on behalf of WBC, but | think Joe Riegel is still
here. M understanding is the P3 project and the
specification that will cone out of it are
basically built upon possibly two al ready
exi sting underlying technol ogies. Specifications
one is the Platformfor Internet Content
Sel ection, which, as Jeff pointed out, is an
exi sting specification. It is already built into
M crosoft's Internet Explorer, and ny
understanding is that it will be in the next
rel ease of Netscape, which will be al nost the
whol e browser narket.

And then it's al so based on P3, which
IS a negotiation protocol, and that is also an
exi sting specification. And | think it's

supported by the existing browsers, and that is
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the part that |I'mnot conpletely sure of but |I'm
fairly sure of. So this is nore of a question
of figuring out how those two things weave
together. M understanding is that WBC i s
thinking in terns of a year to a year and a
half. M understanding is that the browser --
when Net scape's browser cones out -- wll be
close to being able to support it and that it
wi Il be nore a designing of the user

interface, and | know that M crosoft has

al ready been | ooking at how to design a user

I nterface, because we have been in discussions

with them

MR. PEELER: O her questions?

M5. MJLLI GAN: Could | add one nore
t hi ng?

MR. PEELER  Yes.

M5. MILLI GAN. As Jeff Fox pointed out
and as we at CDT have been long in the position
of pointing out, software specifications
wi t hout the supporting stuff that you need to
make them work are useless. So part of the
reason that we have pulled together the Internet

Privacy Working Group is to work on that public
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educati on piece and market saturation piece:
these tools are not going to be effective if they
don't worKk.
| have to say that unlike the
content area, where froma true free speech
perspective, it kind of cuts both ways whet her or
not people use them froma privacy perspective,
the lack of market saturation does not have good
consequences for privacy. So | think that
there has to be a very large commtnent to that
i npl ementation. And |I'm happy to say that | do
think it's there, but it will have to be a
joint effort, and I certainly would hope that the
FTC would help with the education piece of that.
MR. PEELER. By narket saturation, you
mean t he nunber of Web sites that are actually
used?
M5. MILLI GAN: Yes. One of the unique
things is that as a user, if it's a child,
nmy kid can't go to any sites that
don't have privacy practices. So you can
actually drive a market for privacy practices
because if all of a sudden there are no
ki ds going to those sites, this sends

a signal that perhaps there needs to be
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some action.

MR. FOX. Creates a cyber-boycott in a
sense.

M5. RASKIN: Deirdre, do you see
PICS plus P3 as being one set of choices that
a user makes?

M5. MIULLIGAN: Yes. | amnot a
technol ogi st so | speak cautiously, but a |lot of
the P3 platformor specificationis a PICS rules
type application and Susan m ght be able to speak
nore el oquently. Onh, Joe, excellent.

MR RIEGEL: |1'mJoe R egel fromthe
WBC. Deirdre did a pretty good job of describing
what it takes to probably get this thing to rol
out and be used. W are expecting al
specifications in six to nine nonths, froma
mul ti-cable in June. | also expect products wll
be devel opi ng previ ous versions before we
actual ly have official specifications that are
rel eased, and as the specifications cone to
cl osure, people will inplenment the final
st andar d.

What was the | ast question in
ternms of the difference between PICS and

P3? PICS was driven by content
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sel ection. The general sort of technol ogy

iIs to be able to make assertions or

descriptions about Web resources, and in the PICS
application, the driving force certainly was
content sel ection.

We di scovered that the technology is
actually quite useful and in general we can apply
it towards nultiple problens, one of those being
privacy. Another is intellectual property. And
in terns of technol ogy devel opnent, we
expect that the technol ogy devel opnent that
occurs on P3 will be bundl ed together so the next
generation of technol ogy sonetines has been
call ed PICS Next Generation. The applications
will all coexist with one form of technol ogy, so
P3 or PICS NGw Il be multiple
appl i cations, including privacy and content
contr ol

MR. BERVAN. | want to make one ot her
coomment. | think Deirdre pointed out, but just
to enphasize it, content |abeling, which
i nvol ves sone deci sions and subjective judgnents
about content, raises significant First Amendnent
i ssues. That has been a problemwth the PICS

I mpl ementation on the content side, but in the
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privacy area, it doesn't raise the same issues.
Peopl e aren't saying who is going to rate ny
site and what is the governnent going to do.
It's, you have a policy, this will support it, you
want to put it up, whatever that policy is, you
put it up. |If a Wb site doesn't have a policy, the
custoner doesn't have to go there, and parents can
meke it so that their kids don't go there. So |
think it's a very different issue.

MR. PEELER: Are you working with
i ndustry associ ations right now so they would be
ready to --

MR. BERMAN. Yes. The Internet Privacy
Working Goup is working on the policy and
i mpl enentation side of this issue because part of
the WB platformon content |abeling was kind of
stranded because there wasn't a real
I mpl ementation fromthe market and conpani es and
associ ations. There are efforts underway in
another forumto rectify that to deal with content
I Ssues.

But here, fromthe start, there is just
an awmful ot of buy-in and there will be even
nore | think after this hearing because up until

this hearing, everybody was trying to
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differentiate their market thing. TRUSTe and
P3 and we are all doing this, and DVA i s doing
that. Everyone wants to make sure that they
are doing sonething -- the I PWG process -- to get
everybody together and say these things all work
together. | think there is a big nonmentum
once we get this |anguage devel oped to
get it out.

MR. FOX: What kind of auditing is
there going to be of the ratings?

MR. BERVAN. Those are choices that
have to be nade. The platform does not
ensure that what people say is happening
is going to happen at that site. That is
why TRUSTe is out there. That is what the
FTC is about. That is what Fair and Deceptive
Practice is about. That is what the BBB (Better
Busi ness Bureau) online is about, and there wll
good housekeepi ng verification processes that
consuner groups are going to have to perform
There is sonmething for everybody out here.

COW SSI ONER VARNEY: | think we all
agree that if a site says it's collecting
information for one purpose and is using it for a

di fferent purpose, that is either fraudul ent,

For The Record, Inc. (301) 870-8025

be ot her

87



© 00 N oo o b~ w N P

N N N N NN P RBP RP R R R R Rp Rp R
g N W N P O © 0O N O 00NN W N P O

88

deceptive or unfair. | don't think you have got
any di sagreenent about that.

MR. FOX: Sonebody needs sone neans of
checki ng that.

COMM SSI ONER VARNEY: \What we currently
do is we get consuner conplaints, and State AGs get
consuner conplaints. People go to sites. They
realize that although they have given information
or they have said they weren't going to give
information, they are getting E-mail. W
only have the nechanisns that we al ways
have to detect fraud, deception and other
practi ces.

But | have a different set of
questions | would like all the panelists to
comment on if they are qualified, and nmaybe none
are, because there's nobody here from Netscape or
Mcrosoft. There was a very interesting conment
in Stan Greenberg's focus group about the fact
that privacy is inportant, and we need it but
it's not easy. W have spent a lot of tine
tal king about this this norning, and this isn't
so much a question for proprietary software
systens as it is -- is it going to be possible,

feasi bl e, advi sable that either Netscape or
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M crosoft are going to load onto the front end a
mechani sm for parents to nmake these choices

before they turn on their software?

M5. RASKIN: [I'll go first. Netscape
and Mcrosoft, | think there is areally sinple
rule: If there is a business reason, they wll

explore it. And nore and nore, if you think about
it, privacy and content are becom ng serious

i ssues in the workplace. That is really good
news for parents because when it affects the
econony and the business of this country, you
better believe that Netscape and Mcrosoft wll

be there inplenenting solutions and tacking on
the kids' part, and that is exactly how | believe
they viewit.

| had a conversation with Bill Gates,
and he said you tell us what you want and we can
do it.

COMM SSI ONER VARNEY: He doesn't tel
us that.

M5. RASKIN:. Just tell us what you
want. Netscape has not. They actually draw out
aut hentication and all sorts of conplicated
diagrans. It's daunting.

COWM SSI ONER VARNEY: It is conceivable

For The Record, Inc. (301) 870-8025



© 00 N oo o b~ w N P

N N N N NN P RBP RP R R R R Rp Rp R
g N W N P O © 0O N O 00NN W N P O

that this kind of a standard could be very easy
for parents to access thensel ves?

M5. RASKIN: | think so.

COMM SSI ONER VARNEY: My next question
i's, what about the Firefly/ Netscape/M crosoft
proposal for the Open Profiling Standard? How
does that fit in wth this because although
nobody can coment because it's in the Techni cal
St andards Committee, but naybe Joe woul d have
sone thoughts on this. It seens to ne one of the
potential problens with the OQpen Profiling
Standard, unless there is an override option or
the default is on override, is that you have to put
of information in there or potentially you have a
ot of information in there. So then | have a
third question. How does OPS work wth the P3
platform and how do cookies work with the P3
pl at f or n®?

MR. RIECGEL: They're a couple of
difficult questions. 1'll start with
the first wwth respect to there is,
sort of, this relationship, between
conpl exity and ease of use, and it seens

that the relationship is
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that you want to nake things easy for people to
use so it wll be used, but to do that, you are
taki ng sone of the control away fromthe people
that are making the deci sion.

When you do that, this is the big
default question, when you do that, certain
entities wll want to define those settings in
certain ways that people m ght not agree with and
a lot of controversy happens as a result. In
terns of technol ogy devel opnent, we try to shy
away from naki ng those decisions for those
people. You want to have as many options as
possi bl e.

The nice thing about the IPWG work is
that third party services can nake the
recommendations. You saw an exanpl e of
| PAG vocabul ary and | PWG recommended
settings. Qur strategy has been to devel op
t echnol ogy which supports fairly granul ar
statenments, but that allows other people to
hi de these granul ar statenents and nake very
sinple statenents for you on top of the granular statenents
and you have the trust relationship wth these peopl e.

COW SSI ONER VARNEY: Do you have any

comments on the relationship between OPS and P3
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and cooki es?

MR. RIEGEL: On the OPS front, the
nodel 1 think about is that you want to
potentially automate the exchange of certain
information. The scenario | would use is that |
go to a Wb site. There are two big
pi eces. One is tal king about how that data is
used to negotiate: | don't want you to use this
data; | want you to use this data. The other
bi g conmponent is actually exchanging that data in
a secure manner. \Wat we have been focusing on
with respect to P3 is what data needs
to be used and how the data will be used.

The OPS part is what | call the data store,
which is howto store it and control it and
exchange it in a secure manner.

COWM SSI ONER VARNEY: So, in fact, even
if OPS cones out, it's in the systemand you fill
it inwth your age, credit cards, kids' nanes,
addresses, dentist, everything; it can be totally
secure so that it's kind of underneath, so to
speak, my P3 preferences?

MR RIEGEL: Right. P3is sort of the
way to tal k about how you want that data used.

You can use that data in a secure nmanner. You
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coul d set up different personas, hopefully:
the ne at honme, versus the ne at work,
my child at school, versus the child at
hone.

COW SSI ONER VARNEY: | think it's
i mportant, and | know you guys are going to think
about this in your standards conmttee, it's
i nportant to have, and maybe the technical group
isn't in the right place, but it's inportant to
have a consideration, | think, of the policy
consequences of how the OPS standards are set.
Whet her or not there has to be a certain | evel of
information in there for it to work, whether
or not it can be overridden, or there is mnim
choice or sort of, what are the policy
consi derations of how nmuch information is in
oPSs?

How about P3 and cooki es?

MR. RIECGEL: First, the OPS standards,
| just want to clarify the point. There is an
OPS specification that everyone is working on and
that has been submtted to the WBC for the P3 to
| ook at. Here is sonething. How can we build on
OPS, so that the specifications comng out wll

be P3 specifications? The cookie control issue
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is fairly conplex. People have expressed
interest for us to be at the place where the
cookie control is -- how those specifications are
further devel oped.

| honestly don't know whether we will
need to go further in devel opi ng cooki es because
a lot of the capabilities that people wanted to
do in the next generation of cookies wll be
addressed by P3. It may be able to exist as is
for some sort of issues.

MR. PEELER: | think we need to have
one quick contact fromJerry, and then | think we
are going to need to cl ose.

MR. BERVAN:. Just one clarification
on the clarification. The P3 platform has
all of these pieces to it, including the
cooki es piece, and the | PW work, which is
focusing on the first job, which is
getting that privacy |anguage out there.

And there is already, the buy-in from
associ ations, Direct Mrking Association,
| SA, BSA, Mcrosoft, AOL, Netscape, they
are all working, developing this

| anguage.

| mean, this is really a work
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underway. It's not sonething that starts here.
It's been underway, and that is why we are so
optimstic about this.

MR. PEELER  Thank you. W appreciate
all panelists' participation. W want to nove on
to the third and final technol ogy panel, and I
think this one will nove us out even further in
the future

W want to tal k about how Digital |Ds/
certificates and bionetric technol ogi es m ght be
used in the future as a neans of providing
verifiable parental consent.

Qur panelists are Mchael Baum Vice
President, Practices and External Affairs of
VeriSign. H s responsibilities include
devel opi ng practices which Veri Sign conducts in
its public Digital 1D and private | abel
certification operations. W are hoping that
today we can focus on the question of what the
i mplications of technology are for providing
parental consent in the future, as opposed to
necessarily exactly how the technol ogy worKks.

M. Carty.
MR, CARTY: Yes.
MR. PEELER. M chael Baumis going to
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be joined by Tom Carty of GIE CyberTrust. He is

the Vice President for Marketing and Busi ness

Devel opnent at GTE Cyber Trust, a conmmerci al

certificate authority that provides online

products and services for securing business over

the Internet between corporate Intranets, and al so Gordon
Ross will participate fromour prior panel.

M. Baum

MR. BAUM Good norning. | appreciate
the opportunity to be here. | think I'll stand
over here and attenpt to control these slides as
I run through them Just as a matter of context
for those of you that, | should say al nost
everyone here, appears to have sone passing
under st andi ng of technology. So given that fact,
"' massum ng that many people here have heard
somet hi ng about what are called Certificates or
Digital IDs. Here are a few thoughts.

First of all, you can think of Digital
| Ds, or sone people think of themat a very high
| evel as driver's licenses for the Data Super
H ghway, but having said that, it's also
i mportant to understand that you can nake these
driver's |licenses anonynous. Also, please think

about the technology in the slides |I'm presenting
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nore in the context of sinply being an enabling
technol ogy rather than what is presented as being
any particular application that is specific and
etched in stone.

Al so, understand that certificates are
sonmet hing that work very nicely with bionetrics
and are not a substitute. |It's not an if, or an
or. Bionetric tenplates, that is, the data
meki ng up a bionetric, can sinply be included in
a certificate, and that way you can authenticate
over the Internet. Simlarly, you can take
certificates and put themon Smart Cards. So the
point I'mtrying to nake before | even get
started is that this is an enabling technol ogy
and should not be viewed in conpetition with
t hese ot her technol ogi es, but indeed sinply an
enhancenent .

So qui ckly about Veri Sign, we are
per haps the | eading provider of digital
certification services. W are based in Muntain
View, California, with offices in various
pl aces. W have various strategic investors,
as you can see up there. W provide
aut hentication for Web sites, for secure

el ectronic mail, such as sonething that is called
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S MOMthat is rolling out pretty much everywhere
these days. And you will hear a | ot about it
over the next couple of years. And also sinply
content authentication.

So when software i s downl oaded, you can
determine who it cane from and whether or not it
had i ndeed been nodified since the tinme it was
communi cated. We have over a mllion
certificates out there, and the inportant thing
Is these are actual commercial end-user and
consuner certificates, rather than certificates
dedi cated to a particul ar governnment program

Now, sone of the goals that | would
like to propose this technol ogy m ght be hel pful
in providing -- again, understanding that these are
just possible goals -- would be to prevent children
fromview ng objectionable content, to prevent
chil dren from undertaki ng certain unauthorized
el ectronic comerce activities, such as
charging credit cards, and to obtain
parental consent to collect marketing data on a
child so that if they visit a certain Wb site,

a parent can actually prevent that from happening.

So | would Iike to propose that sone of

the requirenents to actually satisfy those goals
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could include authenticating a child' s identity
or independently authenticating a child' s age.
Again, | want to underscore it is possible to
create certificates that are anonynous, so you
don't really identify the child, but you know

that the holder of a particular certificate is

i ndeed a child, or for that matter someone who i s

99

over the age of 21 or any age. Certificates can be used to

aut henticate the rel ati onship between parent and child,

and then to authenticate the scope or the extent to

whi ch a parent gives authority to undertake
particul ar activities.

So | wanted to urge, and | guess it's
consi stent with sone of the things we have heard

today, that we have heard about the limtations,

al beit the benefits, of blocking technology. And

I think we can just nention the actual
I nadequacy of any kind of an honor system --
click here if you are over 21, and
for that matter, this notion of password access
control

Passwords are great if you have got a
prior relationship with a particular site and
that m ght also require that the site

actual ly can authenticate who you are. But when
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we are really dealing in a global environnent as
we have heard over and over again, and there wll
i nvari ably be a consistent use and access of
sites, surfing, where the end user or the child
has had no prior relationships with the site,
which is really the underpinnings of the Internet
expl osi on, then the notion of passwords just
really doesn't cut it.

So, instead, | think sone of the new
vocabul ary, and sone of the things that perhaps
m ght be hel pful for the Comm ssion and for this
community generally to start thinking about a
little nore, would be the notions of actually in
a nore robust fashion authenticating identity,
finding mechanisns to explicitly authorize
provably certain actions, and to provide for the
non-repudi ati on of transactions.

So one way to do that and, in fact,
sonmet hing that nost experts will tell you
when you go over the Internet is that when you
go over an open system where you really |ose
control because it's out there in the clouds, so
to speak, the only nechanismthat can provide for
assurances of authentication, non-repudi ation and

the integrity of the data, in fact, is the use of
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crypt ogr aphy.

I[t's inportant to understand when we
tal k about cryptography, there are two
fundanmental uses. One is to keep information
secret or scranble it. But independent of that
is the use of this technology to authenticate.
You can actually inplenent cryptographic nethods
to authenticate w thout otherw se scranbling or
interfering with the actual text of data.

Now, we don't have time during this
presentation to get into any kind of a technical
revi ew of what public key technol ogy is, but
suffice it to say what happens typically is that
an end user, whether a parent or a child, can
generate their own keys. They keep one key on

their conputer. They keep one key secret at al

times, called the private key, and the public key

can be distributed w thout otherw se disclosing

what the private key is. The public key would be

used by a site to authenticate the child

or parent that is digitally signing a

transaction. Again, it's inpossible within a few

mnutes to present this in nore detail. Perhaps
bet ween what | say and Tom says, we will get a

little cl oser.
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Now, despite the fact that a person
will have a key pair, that is a public and a
private key, the real hard thing is howto create
a binding or ascertainable relationship between a
given key or the digital signatures that are
created with a private key, and the person's
identity or persona, even if it's maintained on an
anonynous basis. That relationshipis
expressed and aut hentication activities are
undertaken with what is known as a certificate.

And the certificate can include various
i nformati on, and there are various donmestic and
i nternational standards, but at the highest
| evel, you can just think of a certificate as a
digital data structure, just a file, that is
digitally signed using this cryptographic
process. And it sinply includes data
that, at a mninum would include either a
real nane or a fake name and a public key. And
it is digitally signed by a trusted third party.
Sonetimes we mght call themcertification
authorities.

So the content of these certificates
or, as | nentioned before, these driver's

licenses for the Data Superhighway, can vary
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i mrensely. You can think of it as an enabling
technol ogy. How the certificates are | oaded and
t he purposes for which they serve are rather
remarkable. So let's assune that we get these
credentials out there and we can indeed
credential children and parents.

Let ne now just drop down to what sone
of the tough issues are. First of all, the kind
of decisions are going to be made that if we want
certificates to be out there ubiquitously, we
have got to bal ance the cost or level in
difficulty in actually credentialing people with
havi ng, again, the certificates out there
ubi qui t ousl y.

Sonme of the tough things will be: do we
actual ly allow people to sign up for certificates
by going into online databases and payi ng them
that m ght have certain information, to
aut henticate them do we need these people to
actually go to a trusted third party, such as a
notary and say hi, here is ny identification.
This shows ny age. Here is ny birth certificate;
do we need the subm ssion of other docunentation
directly to the certification authority, or what

is called the |ocal registration authority? And
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by the way, how accurate does this data have to
be?

If you are going to be satisfied to
have this ubiquitous, at |east national if not
i nternational, nechanismto authenticate and say
this is an adult or this is a child, how accurate
does it have to be? |Is it good enough that it
will just show who is an adult or a teen or a
preteen? Again, the |evel of accuracy and the
confidence that you have in that data will be
maj or policy issues that will invariably affect
what we can do as an industry and how qui ckly we
can actually stage this.

Al so, you can think about
aut henticating the parental relationship. That's
pretty tough. How do you know an i ndi vi dual
really is the parent of another person? And how
woul d you do it online wthout actually seeing
the person? Do we need to get birth
certificates? Do we have to go and attenpt
to get data fromthe IRS that shows who
Is a dependent? 1Is there other investigation
t hat needs to be done?

Again, | could lay out a whole series

of possibilities, even sonething as weak as an
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aut henti cated person, so let's say nyself. And
if I were to say, you would be able to know who |
am and cone and get ne, if | went ahead

and nade a m srepresentation. But | said

X, Y, Zis ny child. 1Is that enough

of an assertion so that at least if | was wong
and it blew up later, you would be able to cone
back and get ne? Again, these are a |lot of the

i ssues that get to really be explored in terns of
what is going to satisfy this marketpl ace over
tinme.

What about the consent to gather
informati on? Swi tching gears again. Mre on the
technol ogy side, the point here is that
certificates are intended to be used and can be
used to enabl e various nechani sns,
for exanple, the OPS. To provide the
aut henti cation nmechanismin a strong way, who
gave the authorization? Were did it cone fronf
Al so, again, going back to this issue, if you
have any type of authentication informtion you
want to conmuni cate onto the Wb, how strong does
it have to be? How robust? How provabl e?

Again, these are all possibilities, and it's going

to be policy issues that are going to drive that, as
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wel |l as the user community and, certainly, the
gover nnent .

And so on the commercial side, already
Veri Sign provides different assurances or |evels
of certificates that require different |evels of
effort, different costs and that have different
| evel s of provability of where these certificates
cone from And again, the ultimate data
and the level of requirenments for any
particular certificate, call it a Kiddie
certificate, can be driven and explicitly
| ai d out independently and on a
cust om made basi s.

Let's assune that the use of
certificates indeed has a positive soci al
benefit and that the comunity determ nes
that perhaps there is a good use for them
Then the question would be, how w ||
this really be staged on a nassive | evel ?
That is really the tough question. Anybody can
go out and say well, cone right to me and grab
certificates fromne. But how do you get certificates
out there massively?

And so what | would assert is that the

certification authorities that will be able to do
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this nmust be in what we call the public space. You have
got to be able to provide certificates on an open

basis. You have got to al so assure that

the public keys to authenticate the certification
authority -- renmenber the certificates are

signed by a certification authority -- nust be out

there in the browsers and the other end user

equi pnent so that we can properly authenticate

the authenticator, if you wll.

And then finally, the certification
authorities that issue these certificates -- if you
are going to trust that these certificates duly
denonstrate authority, or consent, or a person's
age -- you have got to trust the certification
authority to do so. | would assert that the
certification authority needs to have published
practices that they need to adhere to. |
left a copy of what is called the Certification
Practice Statenent for each of the Conm ssioners
this norning, and a Certification Practice
statenment is a public statenent that
sinply says what the certification authority is
going to do, how they are going to do it, and
fromthis perspective, it could be used as a basis

of m srepresentation.
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MR. PEELER:  Fini sh up.

MR. BAUM Certificates are
avai |l abl e right now. They are being used
increasingly. It's just remarkabl e how the
nmechani snms to enabl e them are being inpl enent ed
al nrost everywhere. Certificates can be
speci ali zed or enhanced to satisfy particul ar
pur poses, and this whole market for privacy in
the protection of children is sinply one.
I ndeed, a very good one.

| mpl enenti ng these speci al
certificates, say to protect children,
| believe optimally will require public and
private sector cooperation; specifically, again,
and sone other day, this would be a worthy
di scussion, would be to the extent you want the
certificates to be out there ubiquitously, to
what extent will there be a conpelling need for
the certification authorities to gain access to
gover nnment dat abases, even in order to affirm
information or identity, even if the certificates
ultimately are anonynously issued? So, finally,
we believe that certificates are indeed a
critical part of the solution here, and | think

we are really just at the beginning of exploring
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how they will be inplenented and working in order
to satisfy nmany of the needs that we have heard.

MR. PEELER: Thank you very nuch.
M. Carty.

MR. CARTY: Good norning. | would |ike
to thank you for inviting ne here this norning.
I would also |like to say | think Mchael did an
excellent job in terns of putting the use of
certificates in perspective as very nuch of an
enabl i ng t echnol ogy.

| represent GIE CyberTrust. W are
also in the certification authority business,
which really is the issuance, if you will, of
digital certificates in products that do nuch the
same thing. | would like to begin by saying that
it is very clear that the growth, and what is
drawing us all here today is just going to
continue if you | ook at the nunber of people that
are online today and the nunber of people under
18 or so, and this nunber is expected to growto 20 mllion
or so certainly by the year 2000 or slightly
after 2000.

And the notivation for this is
sonmething, if you |l ook at children at

the age between 4 and 12, it's
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attributed to themthat they directly influence
over $170 billion worth of sales, services and
goods today, and that teenagers are driving the
equi val ent of about $100 billion. Direct
influence, that is. That is where the noney is.
That is where the nerchants are going to go and,
therefore, Wb sites are going to be creative.
They are going to attract children too, as a
result of that.

The approach dealing with controlling
access to constitute privacy is typically
classified in either opt-out or opt-in types of
strategies. An opt-out is nore of a default
collection of information, if you will, and
sonmeone has to take overt action to have that
st opped, as opposed to an opt-in approach where
one woul d effectively programwhat they would
like to see before information is coll ected.

But what the opt-in approach really
does typically require is an enforcenent,
effectively at the server level, for those
i nstances where technology is going to enploy an
enforcenent policy at the server, and | think
Robin nmentioned earlier this norning there wll

be multiple places of enforcenent. |In sonme cases,
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the browsers. In sone cases, the servers. But
typically, at the server side.

Typically, the information that has
been collected in the physical world is listed
here, and it is nothing that you haven't
seen before. The issue is that we have noved to the
el ectronic world. The enbodi nent of that
information is going to change, clearly. In sone
cases, the type of information is going to change
as well. The point is that the information is
going to nove to be enbodied in digital
certificates, as Mchael indicated. D gital
certificates are effectively a vehicle for
carrying information that could be authenticated
agai nst, so that sonmeone that needs to rely on
that information has a vehicle that they can
positively use, that is unforgeable and that
hasn't been tanpered wth, and they can use that
information in a trusted type of fashion for
maki ng deci si ons.

O her ways of providing identification
informati on also include bionmetric data. That is
up there. As Mchael said, these types
of technol ogi es can be conbined. They can

be used separately, but there are distinct
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advant ages and di sadvant ages when used separately
and a trenendous anount of power when they are
conbined. You wll see that evolving in the
future.

And again, | really believe you are
going to see this enbodi nrent of the sane
i nformati on nove fromPCs to nove to
Smart Cards. Smart Cards will be able to add the
di mension of nmobility to individuals so they can be
aut henticated as they nove fromthings |like the
gane room at the hotel, when they work on their
PC at honme, so they can bring their credentials
or identifying information that one can
authenticate wwth them There are capabilities
today to basically be able to provide digital
certificates on Smart Cards.

| quickly tried to just state what a
digital certificate really is. There is a
wor | dwi de standard agai nst which digital
certificates are created. Digital certificates
are created in an unforgeabl e manner.
Ef fectively what you are saying is that the
contents of the digital certificate are verified,
and they are verified by sonebody that you trust

when you issue them As a result, others
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can then trust the contents of those digital
certificates.

They are created in a very unforgeable
manner so that, in fact, sonebody el se can't
create that sane certificate and the integrity of
the information is maintai ned through the process
as well, through the process effectively of a
certification authority. M chael tal ked about
signing that certificate. The certification
authority represents sonebody that you trust.

["ll give you an exanple later of how that may
happen in a real world environment with
chi | dren.

There are a nunber of different
mechani snms. | nentioned bionetrics. |f used
al one, bionetrics typically has sone
di sadvant ages today. The infrastructure
is not quite there yet. W don't have anonymty
readers. W don't have, typically, speech
recognition software on platforns, et cetera. So
it's an infrastructure lag, if you will, in terns
of the technology. Not that the bionetric technology isn't
good. It's just a build-out of that in a
ubi qui tous type of a way.

In addition to that, if used al one, bionetrics
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requires so nmuch of a centralized database that
you will go back and verify the identifying
i nformation, the bionetric information, again.
So typically the bionetric information only
provides, if you wll, identity-type
i nformati on. However, by using digital
certificates, there are multiple options.

One is, and it's interesting that
M chael and | both picked the sane exanple, in
terms of age. (Obviously, using identity and age
to provide information in a very
scrupul ous way to a server. The server
t hen, based upon a set of policy rules, can make
decisions as to whether in fact this is a person
of a particular age |level -- be they below 13 or 18
or whatever the policy my state -- that can be
checked agai nst and verified. So with the server
you can check that, in fact, the
certificate is valid. You can check the age of
the user effectively, and then you can make
deci si ons based upon that age.

O her nmechani sns and powers of
certificates are, not only could certificates
provide identity information but they could al so

contain privilege information. So now you can
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include in the certificate not only who the

i ndi vi dual m ght be but also what privil eges they
have. Privileges could be parental consent. It
could be what levels, let's say, of a rating
systemchildren are allowed to subscribe to, as an
exanple. You could use the novie industry
ratings.

Everyt hing you need to nmeke t hat
deci sion then exists within the digital
certificate. It doesn't rely on sone centralized
dat abase that is stored sonmewhere where everybody
m ght have access to it. So the power of the
certificate really is a token that carries with
it, not just identifying information but also the
privileges, the parental consent or whatever you
would |i ke to define as privileges.

M chael al so nade the point, and I
think it's critically inportant, that the
identity that I'mtal king about here in the
digital certificate, it does not have to nane the
individual. 1t could be a pseudonym associ at ed
with that individual. Once the certificate is
I ssued, and the certificate of the individual
person is registered, then in fact we can issue a

pseudonym so that the individual's identity is
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not di scl osed, but the privileges associated wth
that identity are defined and included and
encapsul ated in the certificate, and that
certificate is made unforgeable, if you will.

One real quick exanple. How m ght
this certificate be issued? Wll, the
issuer is sone trusted agent, if you will,
of the parent in this case, and that could
be as an exanple. There are many ways to issue a
certificate, but one exanple m ght be the school
system or the Departnent of Education. It
It could be the PTA or library or anything
that you could define that nmakes sense
is acceptable froma social |eve
based upon the parents' signed |etter of
consent.

So the parents' signed |letter of consent
clearly defines what perm ssion you are providing
that child, and that is done many tines today in
the real word. How? Using what is called a
| ocal registration authority, if you will. So
each school departnent m ght have a registration
authority, and they already have the information
associated with the child. So you are adding to

that what privileges you are allowing children to
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have. And this is a standard part of what is
called the certification authority. As
M chael said, they exist today. They exist
in both our our conpanies, for exanple. And
when wil|l this happen? This m ght happen,
for exanple, when you register your child
for school.

Bot h GTE Cyber Trust and Veri Si gn have
digital certification authority systens
that are today issuing digital certificates.
Those digital certificates are being used
in a nunber of different applications,
sonme very sensitive applications in
t he banki ng community. Certainly they are
bei ng used by the credit card conpanies.
Many of you have heard about el ectronic
credit card shopping, as an exanple. They
are being used by corporations. Wat
are they using themfor? 1In all cases,
identity, authentication of that identity and
t hen maki ng sone access deci sions based upon that
identity, so we already have in use
digital certificates.

This diagramis an illustration of what

I was tal king about. You have a child down here,
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and this happens to be one instance of a way that
it mght be ruled out, a child applying for, if
you will, a digital certificate. Now, that
application would only be granted, the issuance
of a digital certificate, if the parents provided
sonme sort of a consent letter, let's say, to the
school departnent, and the school departnent decides
then, based upon that letter that they approve the issuance
of the digital certificate. Very sinple
process. |It's getting on the Web. It's filling
out a very limted anmount of information in terns
of that application, and then the certificate is
mai | ed back to the individual. That
certificate then contains, if you will, nmaybe a
pseudonym but woul d al so include privil eges
associated with the child that have been granted
by the parent. And that could then be presented
to any Wb server who is enforcing a policy of
the network in ternms of what they will, in fact,
all ow certain people to do and what they
subscri be to.

There is a very sinple pictorial effect
of how to go about inplenmenting it. This sane
exanpl e of a solution is one that, in fact, as |

said earlier, is being used in the real
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wor|l d today. They happen to be with sonme credit
card shoppers, as an exanpl e.

I think I want to close with the fact
that digital certificates clearly can provide a
solution, | believe, to providing verifiable
parent consent. As Mchael said, it's an
enabl ing technol ogy. There are a nunber of
different ways that you can use this technol ogy
to craft different solutions. The inportant
point is that there are certification authorities
out there today. There are, in fact, digital
certificates being used in the real world today.

What doesn't exist for this type of
application is really that the policies need to
be enforced at the Wb sites in a standard way of
having a policy defined, so that then you can
create those digital certificates. The digita
certificates are based upon a standard and that
standard allows for extensions today, so it's
very easily incorporated into digital
certificates. And | do believe that they wll
start to even beconme nuch nore ubi quitous when it
starts noving to other technol ogy, such as Smart
Cards. Thank you very nuch.

MR. PEELER:. Thank you, and our | ast
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presenter, CGordon Ross.

MR. ROSS: I|I'mcurrently | ogging onto
the system and this is a technol ogy which we
call BioPassword. |It's a bionetric technol ogy
based on what we call keystroke dynamcs. |'ve
been told, congratul ations, you have successfully
| ogged on and proved you are who you claimto
be. That neans ny typing, ny signature is stored
on this conputer. So anybody el se given ny nane,
which is Gordon Ross, can type it on this nmachine,
and they will be blocked. |If anybody wants to
conme up here and try it, they are nore than
wel cone to.

Thi s technol ogy was devel oped over the
| ast 15 years. | started off in 1979 with
Stanford Research Institute getting involved in
the technology. It cane fromthe old days of
the tel egraph, and in the days when
was in the mlitary, we would send Mrse
code, and | knew who was sendi ng nme code and who
it was by the rhythmhitting my ear. 1In 1979
at Stanford, they worked and devel oped
timng algorithns up until around 1984.

In 1985 a private conpany devel oped the

technol ogy into a hardware device and cane to us
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i n Vancouver for financing, and we financed
themin 1989.

To make a long story short, we acquired
the technology in late '89 along with the patents
and continued devel opnent into this software
package, which is currently a DOS package. This
package was devel oped in 1993, put on hold
because of a requirenent and reared its head when
the Internet opened up. | went to nmy Board of
Directors and said let's stop this technol ogy
devel opnent. Let's take our know edge and
develop filtering technology and roll this stuff
out later to prevent the kids from bei ng harned
i n cyberspace.

| had a hard sell with the Board to put
it on hold because it was nore or |ess at that
time a high corporate issue with this
technol ogy. W are going to be inplenenting this
into Net Nanny and, of course, Net Nanny Pro,
which is a networkable version which wll be
rel eased next week for the corporate. This Bi oPassword
technology will be released probably the first
quarter of next year. There will be a deno of
Bi oPassword on the Wb in late July,

first part of August for anybody to downl oad to
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devel op a single signature and play with it.
It's based on keystroke dynam cs.

Bionmetric technology is really a
measure of an individual trait. Sinply put, a
fingerprint, a palmprint and retinal eye scans are exanples
of bionetric technology. The problemw th nost
bi onetric technologies is they are intrusive.
People are afraid of what is going to happen if they
give their fingerprints up. Wat's going to happen
with nmy base print? That print can be digitized and
converted and used against ne. \What w || happen
with retinal eye scans? To ny know edge, to
date, there is no long term nedi cal information
on what happens to ny eyeball when |I'm scanned
conti nuously by a laser. | have weak eyes. |
wear gl asses, and |I'm not about to put ny eye in
front of a |aser to be scanned every tinme | want
access. | do know from ny el ectronic background
that el ectronic technology does fail. You just
don't know when.

Currently in use today, the main
bi ometric technol ogies out there are fingerprint
systens. There are also palmprint systens in use.
Canadian Immgration currently has a system as a

returning resident, you can stick your hand in
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there wi thout show ng your passport, but that is

dependent upon whet her you want to give your hand

print up or

t hrough the

not up. If you don't, then you go

nor mal passport patrol.

Mal aysia will be inplenenting palm

print technology later this year, mainly, for

passport entry control. Wth respect to voice print

t echnol ogy,

However, voi

| BM has currently rel eased dictating technol ogy.

ce print technology is still not there for

"bi onetric access and control ."

Wthin the digital industry, and nost

of us that are involved in it, we know we can

take a voice and redigitize it. And when you

speak, you wll sound like me, so virtually any

bi ometric technol ogy, except the one that bel ongs

to you personally, can be cracked. Fingerprints

can be cracked by being scanned and rescanned and

regener at ed.

Voi ce prints can be cracked. Palm

prints can be cracked. The only thing that

cannot be cracked in human beings is their

internal rhythm That is where this keystroke

dynam cs technol ogy cane from

m here today to answer any questions

on where this is going in the future. BioPassword was

mai nl y devel

oped for access and control al ong
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with digital certificates, which is an add-on to
that. Keystroke dynamics will give
the individual a true identity when they access
the system or go sonewhere.

For children and Internet service
providers, a child can devel op a signhature. Most
kids can type very well today. A lot better than
| can. A lot better than nost parents. They are
being trained on these termnals. These key
strokes that devel op a signature can be coll ected
over time, and then one can inplenent bionmetrics at any
time you wish. Set the tine of the day for a
week or a nonth later, and the algorithns that
wer e devel oped at Stanford are capabl e of
nmoni toring an individual's pattern of typing
t hroughout the day. 1In the early days of
testing, they had to turn the bionetrics off throughout the
day because the data entry clerks began to get
tired. The screen would conme up and ask the clerks to
"re-verify" and nake sure who was typing on
the term nal.

Keystroke dynam cs technol ogy is avail abl e today.
It's being devel oped into the W ndows
environnment. As | said, this product here is an

old DOS product. It was put on hold in "93. W
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felt we would hold onto it until Wndows '95
cleaned itself up and Wndows NT becane a
st andar d.

In the future what | see happening is
each one of us wll have a unique signature.

Al ong wi th nethodol ogi es encryption, such as PGP (Pretty
Good Privacy), bionetric technology will secure our

data to as tight a control as we so choose. That

is the amazing thing about technology. A lot of

peopl e don't understand the true wonder of it

when it is used correctly.

On the | aw enforcenent side, they are
very concerned today. |If you |ook at Internet
busi ness today, how do | collect ny taxes? It's
becom ng a very, very big issue. | cannot put
stuff up in cyberspace for sale. As a Canadi an
conmpany, if | put it up onto an American bulletin
board, | no longer collect taxes for ny
governnment. Foreign countries are now ordering
Aneri can goods off the Internet through
cyberspace with no collection of taxation. So
how do |I nonitor and control that and get ny
pi ece of the pie? Technology is being
devel oped today and will probably be here by the

end of this decade that will allow you to nonitor
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and control the flow of information as you deem
fit.
What we have to do, as | said in the

begi nning, on the filtering side, is educate

people to use filtering software to protect thenselves.

are entering into a cashless society. 1In the
future we won't have cash. How do | protect ny
digital signature cards from being used? How do
| protect my credit cards from being used, ny
Smart Cards from being used? By inplenenting

bi onetric technol ogy along with the technol ogy
that both GIE and Veri Sign have presented here
today. Wth that, the individual wll be
secure.

MR. PEELER: Thank you. The outline
you put up on the screen for use of the digital
certificate as a nmeans of getting parental
consent basically would rely on the child or the
system forwarding that certificate to the Wb
site at the tinme that the inquiry is nade?

MR. CARTY: The exanple that | used
there was the request for certificate that was
made by a child, let's say, to the certification
authority or the local registration authority.

No certificate would be issued back to the child
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until approved by whonever the trusted agent m ght
be. Once that was issued back, then that
certificate would be used to present the child's
identity and for permssion into the Wb site.

MR. PEELER. Can it be used the other
way? |If a Wb site provider said | only want to
do busi ness wi th underage consuners who have
their parent's consent to cone here, is there
sone way that the Wb site could use this to cone
back the other way or --

MR, CARTY: \Wat has happened is the

child is presenting, in effect, a token to the

Wb site. |I'mnot quite sure what you nean when you ask

can it conme back the other way.

MR. PEELER: Can the Wb site go back
to the child and say | want to see your parent's
certificate before | grant you access to the site
or allow you to provide this information?

MR. CARTY: Effectively, the technol ogy
Is there to do that. Wsat isn't currently there
is the software to support that. That is not a
maj or deal. You can |link certificates together.
You can link the child' s certificate to the
parent's certificate. You could break apart the

identity of the child or the parent and
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privileges to separate certificates.

M5. LEVIN. | think what you are
getting at, Lee, is that the certificate would
have to be ubiquitous at that point; parents
woul d have to already have them | think Lee is
asking if the parent doesn't already have a
certificate, could the Wb site initiate the
certification process?

MR. CARTY: The parent, in fact,
doesn't need a certificate in this case. Al
that is really needed is sonme formof proof to
whoever's going to authorize it, that that child
is authorized to have that certificate. The
parent doesn't need one.

MR. ROSS: [If | understand right, what
the ISP, or Internet Service Provider, could do
is make a request to the parent and ask, is your
kid really allowed in here. That being the case,
then with bionetric-type technol ogy, the parent
woul d say yes, here is ny ID or password. That
woul d be stored on the ISP level, and the file,
when that signature is flying up and sayi ng yes,
that is the parent of Jimmy, so it is okay, and
they would allow that child access. So the

technol ogy i s working hand i n hand
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t oget her.

MR. BAUM |If | mght go back to this
i ssue of ubiquity. This stuff has to be w dely,
massi vel y depl oyed. And Veri Sign has been the
primary player of putting certificates out for
online registration purposes, specifically to try
to get ubiquity. That is what probably
di sti ngui shes us from other providers, and we
have learned a ot fromthat. One thing that
we have learned, and it's no secret, is how
difficult it is to get massive use of any
particul ar technology. If we |ook at the
| evel of effort -- if it were to wite a letter,
then you are going to get into, how are you going
to authenticate the letter and is it going to get
the mail? Wiat is the expense of trying to match
that letter up and who nakes the decision? Wuat's
the Il evel of proof? | could give you a |ong
laundry list. That is why one of the
considerations | raised was that if you can get
this registration process started by a parent,
you have got to authenticate who the parent is,
aut henticate the relationship between the parent
and the child, and then you have got to credenti al

the child. And in order to do that, it wll
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i nvari ably raise questions: what |evel of proof
and what will be the nechanisns, the resources t
provi de the probative evidence of, and in fact,
assertions that are bei ng made.

That is why | coupled back to, to what
extent will you require proof and at what
| evel s? And finally, to what extent woul d even
Mot or Vehi cl e Departnent databases provi de proof,
starts and goes fromthere. It could even be as
crazy as using the dependency records at the
IRS. [|I'mnot advocating any particul ar nethods.
I"msinply using these as exanples of the
difficult issues to get clear authentication on
an online basis because ny belief is that failur
to do this on a fully online basis wll just
create greater consuner resistance. |t may be
the only solution, but it will create greater
resistance that will only delay the ubiquity
that nmuch | onger.

MR. PEELER: Thank you very nuch. |
want to thank the entire panel for its
presentation. Again, if you have used slides or
over heads, provide copies of those to us. W
wi |l break now and reconvene at 1:30. And

woul d add for the people in the overfl ow roonmns,
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there are sonme seats in the main room now.

(Wher eupon, at 12:30 p.m, the hearing
in the above-entitled matter was recessed, to
reconvene at 1:30 p.m, this sane day.)

PANEL VI: SELF- REGULATORY APPROACHES

"A review of self-regulatory guidelines that address
concerns about children's privacy online, including how
they define notice and parental involvenent, how they are
i npl emrented and enforced, and their costs and benefits."

Patricia Faley, Vice President Consuner Affairs, The
Direct Marketing Associ ation

El i zabeth Lascoutx, Vice President/Director,
Children's Advertising Review Unit of the Better Business
Bur eau ( BBB)

Jeff B. Richards, Executive Director, Interactive

Servi ces Associ ation

* k%
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AFTERNOON SESSI ON
(1:30 p.m)
MR. PEELER: If everyone w il take

their seats, we will try to get started.

| want to thank you all for com ng back

to the final afternoon of the Conm ssion's
privacy hearings. This afternoon we wll be
starting with a panel discussing self-regulatory

approaches to children's privacy issues online.

Qur panelists today include Elizabeth Lascoutx who

132

is the Director of the Children's Advertising Review Unit of

the Council of Better Business Bureaus which was
established in 1974 by the National Advertising
Revi ew Council to pronote responsible children's
advertising. Elizabeth joined CARU in 1991 as a
staff attorney and has been Director of CARU
since 1994.

Qur second panelist is Pat Faley. Pat
Is the Vice President of Consuner Affairs of The
Direct Marketing Association working out of the
Associ ation's Washington, D.C. office. She is
responsi bl e for the managenent of DMA Et hics and

Consuner Affairs Departnent and noving the

Associ ation's agenda forward on issues of privacy

including online marketing. Pat is also a forner
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FTC enpl oyee froma while ago.

And finally, sitting in for Jeff
Richards is Jill Lesser, who has been another
regul ar on panels all this week. Jill is the
Deputy Director of Law and Public Policy in ACL
and al so serves as Senior Counsel in the ACL
| egal departnent. | would like to start
by aski ng each of the panelists to spend about
five mnutes outlining their self-regulatory
prograns in the privacy area, and why don't
we start wth Elizabeth.

M5. LASCOUTX: Thank you, Lee. And |
want to add ny voice to all of the others in
t hanki ng the Conm ssion and the staff for
convening this whole series of really inportant
wor kshops. CARU has had self-regul atory
gui delines for years now, and as the marketing
venues and techni ques to kids have changed, we have
revisited them and revised them periodically.

Sonme years ago at the same tine that
this agency was | ooking at 900 nunbers, we wote
a new section for 900 nunbers.

Two years ago, our Board of Advisors,
whi ch conprises | eading experts in child

devel opnent, education, communi cati ons and
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i ndustry | eaders, sat down and began to | ook at
the online environnment and to identify where we
needed to wite new guidelines. The process took
a lot longer than we thought, but what we did
cone out identifying as the critical issue, which
was al so a brand-new one for us, was privacy. W
never dealt with privacy in the offline world. But we
realized that where a child is a nouse click away
fromtransacting informational transactions with
Web sites that we needed to wite sonme guidelines
for our industry.

I think I should point out that
we are not a nenbership industry organization
W don't self-regulate only those people
who are nenbers of our organi zation. W
have no nmenbers. W consider the entire
children's advertising industry to
be under our jurisdiction. That is

sort of a broad jurisdiction, but we do

our best.
The | evel of conpliance that we get
with the industry is phenonenal. Quite frankly
when | joined CARU six years ago, | was a little
bit skeptical about self-regulation. However, | was

qui ckly di sabused of that skepticism because
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all of the major players who know about us have
conplied with our guidelines; new entrants into
t he arena who don't know about us, as soon as
they are told, they conply with our guidelines;
and, of course, we do have the enforcenent
fall back of referring to this agency or the FCC
Il would Iike to talk alittle bit about
our goals, specifically about our guidelines.
CARU has never set out the neans by which
advertisers should conply wth our
gui delines. The guidelines are a set
of goals. In terns of the electronic, the new
medi a, the goal in the privacy section is notice
and choice to parents. W don't tell the
i ndustry how to do that. And because the nedi um
is evolving so quickly, we expect that the
guidelines in this section will evolve as quickly,
and that the goals that we set which call sinply
for "reasonable efforts in |light of the |atest
avai |l abl e technol ogy to ensure that parents" -- |
shoul dn't m squote nyself here -- "to ensure that
parental perm ssion is obtained.” That that is an
evol ving standard. Maybe two nonths ago, it was
sufficient to, or maybe not, but two nonths ago,

it was sufficient to have in large red letters on
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your Web site, Kids, you nust be over 18 to
answer these questions.

O her sites have found ways of
getting a higher degree of certainty that parents
are giving permssion to an information exchange,
so that becones the threshold standard, and we
expect that in two weeks soneone else will find
anot her way of achieving a higher degree of
certainty and that will beconme the standard. So
our standards are al ways evol ving st andards.

And before | pass it over to Pat, |
just wanted to say that the self-regul ation
which |I believe is the answer in this arena for a
| ot of reasons, that I'msure you wll grill me
on | ater, doesn't exist by itself. The
technol ogy conponent, particularly the P3
platformthat we saw this norning, has an
enornous potential to really solve a |ot of those
qguestions by giving parents an actual opportunity
to make those choices for their children before
any information is exchanged.

MR. PEELER: Thank you. Pat.

M5. FALEY: Thank you, Lee. | was here
over the last couple of days to hear sone of our

ot her nmenber marketers tal k about how they are
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addressi ng privacy concerns about children in
cyberspace, and the fact is Tinme Warner, who

spoke yesterday, is very typical of the DVA
nmenbers. They are proceeding very slowy, but
very cautiously and deliberately. And their goal
is to assure the trust that the famlies, that are
their custoners, place in them

| also heard Dr. Westin and Stan
G eenberg describe the conplexity of the issue.
Parents are clearly deeply concerned about the
safety of their children, but also clearly this
issue is part of an overall concern and a general
feeling of the lack of control parents have over
their lives. W do believe the issue is broader
than privacy.

We al so heard Sharon Stover from Texas
make a plea for guidance to parents so that they
know how to protect their children online, and
you heard this norning | understand from P3 and
| PW5, a process and a technol ogy which DVA
strongly supports and is involved in very nuch,
and we will follow that through the next year to
conpl eti on.

We know t hat direct marketing has been

a wonderful and val uable resource for parents and
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provi des so nmany benefits from schol arship
opportunities, book clubs and career
opportunities to products and services.

Direct marketing, you know, does provide many
conveni ences and a great value for many famlies,
but we al so know that in cyberspace, probably
nore than any other nedium parents want help
protecting their children.

Now, even before this hearing, we knew
and it has been reaffirned here that parents are
| ooking for help, for tools and information so
that they can decide their own confort |evels
when it cones to privacy so that they can devel op
the rules for their famly.

And the nore people know about the
Internet, we believe the nore control they wll
be able to have over the information that enters
and | eaves their home. And that is why the DVA
created what | personally think is a wonderful
resource, "CGet Cyber Savvy," to help bring parents
up to speed and to teach themhowto talk to
their children about privacy and the online
wor | d.

" m going to show you sone pieces of

Cyber Savvy in a mnute, but first I wanted to
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tal k about the responsibility of direct

mar keters in protecting children's privacy.
Direct marketers build their businesses on
consuner trust. Parents trust H ghlights For
Chil dren and Schol astic and Di sney, and these
busi nesses and all responsi ble marketers
recogni ze the need to be very careful in the
traditional world and even nore so online. W
beli eve that one of the best ways to protect
children is to encourage responsi bl e marketing
onl i ne.

Now, before the FTC had set the agenda
for this workshop, we had been trying to |earn
nore about our nenbers' practices. O about
550 consuner marketers that we tal ked to, 65
percent of them or about 350 of them had Wb
sites that were used for marketing.

Anong conpani es that do direct
marketing to consuners, whether through
traditional nedia or online, that's marketing in
any nedia, about 15 percent of our marketers
mar ket products for children. But of that group,
the vast majority, and we're talking 80 to 90
percent of that group, direct their nessage to

the parents because they are after all, in
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general, the ones that are going to be doing the
buyi ng.

O the 350 consuner marketers who have
a Wb site, only 17 of those marketers say that
their Web site is directed to an audi ence of
children. And at | east one of those is a conpany
that targets high school seniors, who probably
don't consider thenselves children.

A total of 24 marketers said that they
t hought that the Web site was or m ght be visited
by children. W don't know which conpani es these
were, but | would imagi ne Col unbi a House, soneone
like that that narkets to a very broad audi ence.

In the separate tel ephone survey that
we did of 390 conpanies, 36 or under 10 percent
said that they market products for children and
only 9 of themdirected their sites to children
and only two of these sites said they rented or
exchanged information fromchildren online.

As the Comm ssion well knows, the
direct marketing industry has regulated itself
very effectively for nore than 30
years, and we have worked closely with the
Conm ssi on, and governnent in general, consuner

advocacy organi zations and so forth to enforce
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our gui delines and principles.

As part of the DVA online marketing
princi ples, we have focused specifically on
children's protection. And |ast year, if you
wll remenber, we presented to you a draft
statenent with the ISA. And we are here today to
say that our Board has approved the principles,
and the DVMA has further refined the principles
wi th nore specific guidance for our nmenbers. And
we have also printed up an attractive book, which
| didn't bring today but Elizabeth did, which
thi nk has been distributed here, and we have put
these into the hands of every one of our nenbers
around the worl d.

Qur principles, to summari ze,
support the ability of parents to limt the
col l ection of marketing data through notice
and opt-out. Qur principles encourage
parental perm ssion before furnishing
i nformati on online. They encourage the
i mpl ementation of strict security measures
agai nst unaut hori zed access to data collected
online fromchildren. And lastly, they
support making it very clear that when

information is collected, that it is

For The Record, Inc. (301) 870-8025



© 00 N oo o B~ w N P

N N N N NN P P R R R R R Rp R
g N W N P O © 0O N O 00 M W N PP O

142

for marketing purposes.

Qur guidelines are enforced by the DVA
ethics review process, which has been descri bed
by others earlier. The DVA al so understands that
it's our responsibility to educate our nenbers
about these guidelines and about responsible
mar keting online. And as you know, this year,
the DMA did an aggressive canpaign called Privacy
Action Now to educate our nenbers about the DVA
policies regarding online marketing and
children's privacy protections.

VWiile the DVA is educating its nenbers,
we are al so educating parents. It's very
i nportant that parents have the information and
t he education to set rules with the children
about the types of information they can and
cannot share online. DMA is providing parents
wi th both education and technol ogical tools to do
this.

In cooperation with Call For Action and
our friends fromthe Children's Adverti sing
Review Unit of the Council of Better Business
Bur eaus, the DMA | aunched Cyber Savvy just this
week, which is a guide to parenting skills in the

digital age. Online basics, behavior and privacy
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is what it's all about. [It's an interactive tool
to help parents | earn nore about the Internet and
to teach the children about safety and behavi or

and privacy online.

"Get Cyber Savvy" contains five different

hands-on exerci ses that parents and children can
wor k through together to | earn about the
Internet. And | wanted to just very briefly walk
you t hrough these.

We have first an Internet Privacy 1Q
quiz. This is 10 questions to test a famly's
know edge about the Internet. Secondly, we have
a famly tour of the Internet. This is from
E-mail to encryption. This is a guided tour to
hel p parents understand the basics of the
Internet in a very sinple vocabulary for
digitally chall enged parents.

"What Should I Do If" is ten real life
situations that famlies may encounter online
such as, Wiile surfing the Web, | found a site
with an interesting gane that | want to play, but
before I go any further, | have to fill out a
form whi ch asks questions about ny interests and
hobbi es. Wiat should | do? Parents and children

wll sit down and decide what to do in those
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situations.

The next section is How to Talk to Your
Fam |y about the Online Wrld. This is a
di scussion guide. It's really a multiple choice
exercise that is a discussion guide for famlies
that helps famlies know what areas in which they
need to set rules and hel ps them set them

And our |ast page is a Famly Pl edge
which is a pledge that famlies can put in
witing to define their own rules to ensure safe
and responsi bl e use of the Internet. "Get Cyber
Savvy" al so helps fam lies handle problens online
by providing informati on on parental control
software and on organi zati ons where famlies can
forward I nternet conplaints.

What is inportant is that Cyber Savvy
is not only available in print, but it's
avai l able on the DVMA Wb site in a special
parents section of our Wb site. In this area
you also find links to the Parental Control
software, sonme of which was described this
norning, and it does allow parents an opportunity
to oversee their children's access to the
I nternet.

W are encouraging links to our site to
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Cyber Savvy, and sone of our nenbers have al ready
linked to the site. For exanple, Tine Warner
showed you yesterday where it had |inked to our
site. And so in closing, | just want to say that
the DMA plans to continue educating in this area
not only to parents, but to teachers and others
who will be in a supervisory responsibility role
over children. And | think we have | earned from
the research presented during the Wrkshop that
education really is the key to protecting
chil dren online.

MR. PEELER  Thank you, Pat.

Jill.

M5. LESSER: Thank you. | have
obvi ously been here earlier in the week on behal f
of America Online. And you heard yesterday ny
col | eague, Bill Burrington, talk about AOL's
approach to online privacy and in particul ar
privacy as it relates to children; that we have
adopted a "parental consent first" mantra at AQL,
and we are trying to figure out how to nove that
beyond just our conpany to our information
provi ders and hopefully to the rest of the
I ndustry.

| am here today, however, to talk as a
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representative of the Online Policy Commttee of

the Interactive Services Association ("I SA"), which is a
uni que association in that it really does

represent the entire interactive services

i ndustry which goes fromonline providers |ike

America Online to conpanies |ike Netscape and

M crosoft, sone of the content providers. So |SA

has a uni que opportunity to reach out to

conpani es who are, in fact, doing business in the
medi um we are here to tal k about today.

The | SA sees itself really as a
convener for this industry and as a | eader in
ternms of what issues are inportant both to
pol i cy makers and what should be inportant to the
conpani es. So that what we have done is to put
on top of the agenda an issue that we thought,
based on | ast year's hearings, our participation
and what we perceive fromour participation in
Dr. Westin's study as well as our participation
in the Internet Privacy Wrking Goup in support
of the P3 platform that privacy is clearly an
issue that is central to this industry. W
cannot as an interactive services industry or
associ ation nove forward wi thout the trust of our

menbers and particularly as it relates to
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chi | dren.

So we have done a nunber of things.

And part of that is to heed what we heard at | ast
year's hearing and what | think we have heard for
four days straight over this year's hearing, and
that is education. It is absolutely critical,
particularly for the industry which has the
resources, to get consuners to take the
initiative. So what we cane here to the FTC with
| ast year was a brochure that we had put out that
is avail able through an 800 nunber. It is
avai l able on the Internet and it is really

avai lable in bulk fromthe Interactive Services
Associ ation that was put out by Project Open,
which is a joint product of |SA, several of its
menber conpani es and the National Consuners
League call ed "Maki ng the Network Network For
You. "

What we thought after last year's
hearing, which this brochure went into a | ot of
detail about Internet access, about parental
controls, about enpowering parents to nmake
decisions for their kids, but what we heard | ast
year was it was really privacy that was at the

top of everybody's list. That it was not just
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about general know edge of the Net.

Wil e that brochure is still critical
and it still exists and parental control is
obvi ously a huge piece of it, there were sone
fundanmental issues that were not covered in the
detail that we thought was necessary. So we have
recently, in May of this year, put out another
brochure called "Protecting Your Privacy Wen You
G Online" and, again, that is available through a
nunber of different nechanisns.

And we have al so t hroughout Project
Open devel oped canera-ready public service
announcenents, two of which | have here which
can submt for the record.
apol ogi ze for not having overheads. One says,
"Before you hit the digital highway, call for a
free road map."” And the second says, "G ve your
kid some drivers ed."

And | think what we have seen at the
| SA is that when we engage in these kinds of
education efforts, we do get the support of |arge
conpani es: AT&T, Mcrosoft, Netscape, and AQOL.

Now, the other thing that we can do and
that we are doing is, again, because we have such

a broad nenbership, is to bring these issues to
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the fore for our nenbership. So at this year's
annual conference in July, there is an entire day
devoted to online privacy and to the issues that
the industry has to look into. And | think what
that does is allows us to hear from everybody
here, go back to our nenbership and say, this is
areally serious issue. Howis this industry
going to deal with it and build the industry so
that it is an industry built on trust?

Now, we have al so heeded your calls
fromlast year and gone back and revised the
gui delines that we devel oped in partnership | ast
year with the Direct Marketing Association. Qur
new gui del i nes also refer to the guidelines put
out by CARU, and part of the reason that they do
that is because we view CARU truthfully as the
expert in this area. They have spent a | ot of
time thinking about guidelines with respect to
advertisers and, therefore, it seenmed rather than
rei nventing the wheel, what we should really do
I's make sure that our menbers were educated since
they are primarily nenbers of a nunber of
different associations. So |SA has nenbers who
are advertisers, nmenbers who are direct

mar keters, and so rather than reinventing the
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wheel , we have basically tried to redo those
gui delines to nake them cl earer and al so to get
nore and nore | SA nenber conpanies to endorse
them and sign on to them

So it is, what I would say froman | SA
perspective, an evolving process. |f we thought
that we had done perfectly, | don't think we
woul d be back here. W are here to report that
we have nade a | ot of progress and that we have
heard a I ot of new and interesting ideas this
week, which again we have to take back to our
menbershi p. Sonme of those conpani es are already
| eaders. | would like to think Anerica Online is
one of those | eaders, but certainly you have
heard from Net scape and M crosoft this week about
their newinitiatives in the area of privacy. So
| do think that |SA can continue to act as a
convening role and al so can continue to act as
the segue to the industry fromthe Federal Trade
Commi ssion and from policynakers.

MR. PEELER:. Thank you, Jill.

M5. LESSER  Sure.

MR. PEELER. Elizabeth, do your guides
require children's Wb sites to provide notice to

parents when they are collecting identifiable
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i nformation?
M5. LASCOUTX:  Yes.
MR. PEELER: And when does that notice
have to be provided?
M5. LASCOUTX: It's supposed to -- we
don't specify -- one of the things that we make
very clear is that our guidelines are an overl ay
on the broader and still devel oping industry
gui del i nes.
What we | ooked at was what was uni que
to children. The broader industry guidelines,
such as the DVA guidelines, provide that there
nmust be notice and choice given. Qur guidelines are neant
to layer over the existing guidelines. So we
don't say the notice should be given before Wb sites coll ect
identifiable information. W don't spell it out. But in our
guidelines | think it is quite well understood that the notice
shoul d be given in a reasonable way in |ight of
the | atest avail abl e technol ogy.
We don't at this point, as | said,
require prior parental perm ssion. W believe we
will get there. That is certainly the goal and
the intent of the guidelines. And | believe we
will get there with the help of the

technol ogies. But, at this point, we don't say
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that that notice has to be given before collection.

MR. PEELER: But to conply with your
guidelines, a Wb site collecting personally
identifiable informati on nmust give the parent
notice of the four things in the DVA guide?

M5. LASCOUTX: They nust give parents
notice of the fact that they are collecting
i nformati on, what use it's going to be put to,
what information the child has provided and t hat
the parent can request that the information be
del et ed.

COW SSI ONER STAREK:  Can | foll ow up
on that?

MR. PEELER:  Yes.

COW SSI ONER STAREK: W had a
presentation here yesterday by the
Center for Media Education and the Consumner
Federation of America. | don't know if you are
famliar with it, but they | ooked at
about 38 Web sites that were directed
to children and were apparently quite popul ar
with children. They analyzed these sites and
they are fromlarge marketers, probably several
who are nenbers of the DVA. And they pointed out

that rarely was any notice given for parental
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perm ssi on or any warni ngs provi ded about or

di scl osures about how the information that they
were collecting was going to be used. And so
when you said in your presentation that you see a
| arge anount of conpliance with your guidelines,

I was wondering if you had any thoughts

on the presentation that was nmade yesterday.

M5. LASCOUTX: Well, | haven't had a
chance to go back and check all of those sites
that they |l ooked at. | can tell you right off
the top of ny head of three sites that are
collecting information fromchildren that also are
collecting an E-mail address of the parents and
are sending the parent a letter that says Your
child is registered on our site. This is the
informati on that he or she has given us. These
are the uses to which we will put it. W invite
you to cone visit our site and see what we are
doing there. And if you don't want us to have the
information, let us know and we will delete it. That
Di sney, Mama Media and Ki dsCom

MR. PEELER. But with respect to these
other sites listed here, we don't know whet her
they --

M5. LASCOUTX: | haven't gone back and
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checked them One of the things | think is

i mportant to understand is that right now we are
in this consulting time with the sites. W are
calling people up. | got a phone call at ny
hotel on Tuesday night fromtw sites, Mcrosoft
and Gal oob.

M crosoft is in the process of a
redesign. They put in sone interimchanges to
address sone of our issues and when they do their
redesign, they are going to nmake it nore
effective. Just a few of the sites: Kellogg' s,
Ki dsCom You Rul e School, which is General MIIs,
Nabi sco, and Frito Lay.

| ran into sonebody fromFrito Lay the
day after checking out their Wb site, and there
were a bunch of questions on the site that requested
personal ly identifiable information, and | pointed it out to
them The next day | got a call fromFrito
Lay saying we have taken those questions off our
site.

There are an enornous nunber of sites
that we are working with and we are bringing them
up to the standard. They are nmaki ng changes,
com ng back to us saying is this what you

meant? And we would say "no." How can we address
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it? So we are working with them

By the end of the sumrer | think you
will start bringing our cases in the sane way as
we have in other nedia having to do with Wb
sites, but at this point we consider that it's
only fair to the industry to work with them as we
all figure out what the standards are and what
the inplenentation is.

MR. PEELER: Wbuld you be willing as a
foll owup to Conm ssioner Starek's request to
provide us with a little bit nore analysis of
whet her the sites listed here are currently in
conpl i ance?

M5. LASCOUTX:  Sure.

COW SSI ONER VARNEY: First of all, |
want to thank you, all three of you, but
particularly CARU and DVA for working so hard and
so diligently to conme up with guidelines. |
asked if you got the guidelines. | knowit's
been very difficult for you to try and get pen to
paper and a consensus of your nenbers to do this,
and | think you have both done a spectacul ar job
and your associ ations and nenbers are to be
commended for taking the issues seriously and

comng up wth the first approach.
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What | want to talk about is that, t
first approach or the starting point. And |
don't want to mi sinterpret what you are saying
These are where you are starting and you have
a goal, at least CARU is saying you are not qu
where you want the goal to be. So there is no
m sunder st andi ng, is your goal that highly
identifiable personal information fromchildre
shoul d never be collected and sold wthout a
parent's consent? |s that your ultimte goal ?

M5. LASCOUTX: Yes, it is.

COW SSI ONER VARNEY: And, Pat, is
that the ultimte goal w th DVA?

M5. FALEY: | think you have to | oo
at what is highly personal data fromchildren
Clearly our marketers are very responsible
mar keters. Trust has been built between the
mar keters and the consuners over a |ong period
years.

W have | ooked, and frankly from ny
consuner background, | can say that whenever |
had to address an issue, | would | ook at wheth
conplaints were filed and what was the harm
have | ooked to see if the child has ever been

har med because their nanme or sone information
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about themwas on a marketing list, and we can't
find that evidence. So | think what we want to
do absolutely is protect children fromthe
unscrupul ous actors online, and that is what
we are trying to do by hel pi ng peopl e understand
how t he nmedi um wor ks and how parents can protect
their children.

But we do not think that the fact that a
mar ket er and children are having an interaction
IS necessarily a negative.

COMM SSI ONER VARNEY: So CARU s goa
is that highly personal identifiable information
from ki ds should never be collected and sold
wi t hout a parent's consent, and DVA's goal is well,
maybe, maybe not. |t depends.

M5. LASCOUTX: The inportant words
there are "and sold." And, again, this is the goal
that we want to reach. Wen the technology is in
place, to help with the self-regulatory efforts
to make it, what |ooks to nme |ike, a snap for
parents to indicate "yes," "no," their consent out
front before a child even goes anywhere near a
site selling that child' s personally
identifiable information -- yes, | think that is a

very reasonabl e standard to apply.
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COW SSI ONER VARNEY: | think that you
poi nt out an inportant distinction. The question
was, should there be a flat-out conmtnent or
prohi bition or goal to never coll ect
and sell children's information w thout
parental consent?

Let's take the selling part out. Is it
okay to collect detailed personally identifiable
information fromchildren without their parent's
prior consent? Anybody?

M5. FALEY: Agai n, you have a
presunption that the collection of any
information is on its face a negative, and --

COW SSI ONER VARNEY: No, no. [|I'm
asking the question: |Is it okay to collect
detailed information fromchildren wthout their
parent's prior parental consent?

M5. FALEY: | think that if you have a
relationship wwth a nmarketer that you trust, |
think that it is okay to collect sone
i nformati on. The nane of the person, for
exanple. | know that in sone of the sites | have

| ooked at, we have even the Wi te House

coll ecting the name and age of kids on the Wb site.

So |l don't think that it's
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necessarily a negative to collect that kind of
i nformati on fromchil dren

M5. LESSER Can | say one thing which
is that | think that one of the points that Pat
IS pointing out is an inportant point. And that
is that it is difficult to answer that question
W t hout some context. So, for exanple, there are
a lot of marketers who are marketing educati onal
materials to kids that are, you know, taking
information fromkids, for exanple, in a
nonprofit setting, in a school setting, in a
Wiite House setting. And so | do think it's
difficult to answer that question w thout sone
| evel of context. That is sonme of the
chal I enge for the industry because if you answer
the question in a blanket way, it's difficult
to figure out whether you are actually hanpering
access to, for exanple, very inportant
information that a kid m ght need, for exanple,
exanpl e, for health reasons or for educationa
reasons.

COW SSI ONER VARNEY: well, |
di sagree, Jill. | think when you ask the
question in its nost basic form it's nuch easier

to answer. It gets nore difficult as you
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i ntroduce all the gradations. | nean, is it okay
to collect the nane, the address, the age and the
gender of a child under eight w thout his or her
parents' perm ssion? That for ne is a fairly
easy question. Now, it gets harder. |Is it okay
to collect the sane information froma
12-year-old on sone sort of site that sone people

would say is a great site? That may be

har der .

But, for ne, when you ask the question in
its nost basic manner, | find that the easiest to
answer. | find it nore difficult to answer as we

go up the age range, as we | ook at the purposes
of the information and as we | ook at the use of
the information.

M5. LESSER: | actually agree with
you. | just think maybe it was in the way you
phrased it initially, whichis if you ask for a
firmcomtnment. | think ISA and | know ACL
woul d | ove to be able to give you that firm
commtnent, and there is always a question of how
far you go at a public hearing when you don't
understand the ram fications of the context.
agree with you. | nean, every tine you ask

anot her question about context, the answers to
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your questions get a lot nore difficult.

M5. FALEY: Qur goal really is to give
the parents the control over this process. That
is why we are working so hard on the P3 process
and the technology to give parents the kind of
i nformati on they need, to know what their kids do
online. Let the parents nmake the decision as to
whet her --

COW SSI ONER VARNEY: And what is
the default if the parents haven't been
i nvol ved?

MS. FALEY: The parents can set the
browser, set the technology so that --

COW SSI ONER VARNEY: And i f the
parents don't have the browser?

MS. FALEY: -- so that no information
no personal information could be coll ected.

COW SSI ONER VARNEY: And if the
parents don't have the P3 software, or they don't
have the Net Nanny or they don't have anything?

M5. FALEY: | don't think the
government shoul d be dictating whether parents --

COW SSI ONER VARNEY: |'m not aski ng
that. Should marketers ever collect name, street

address, age and gender fromchildren off of a
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site that they have targeted to be attractive to
chil dren under eight, under 10, under 12 w t hout
the parent's prior consent?

M5. LASCOUTX: | would say that that is
one of the places that CARU and its supporters
and advi sers and the broader constituents that we
work with will work on together. And, personally it
woul d be ny hope that that is where we arrive. But
in a self-regulatory system ny boss, Wley
O Brien, loves to quote -- | guess it's his
fat her who said, "Those who would | ead can only do
so wth the consent of those who would follow"
And so that is why we are an evol ving process and
we're working with the industry to bring them
al ong.

COW SSI ONER VARNEY: But | get the
sense that | think DVA would be, and | don't want
to put words in your nouth, DVA would be nore
confortable with not such an absolute |line
whether it's self-regulatory or
government inposed regul ation.

M5. FALEY: Parents should set the
rul e, not the governnent.

COW SSI ONER VARNEY: And ny only

question is, if parents don't set the rule for
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what ever reason, should marketers or Wb
operators or anybody then have the ability,
unfettered ability, to collect and sel

i nformati on from ki ds?

M5. LASCOUTX: | think one of the
problens is that if you answer that "no," then you
are saying that there can be no data coll ection
because you can never be sure. As | understand
the technol ogi es now -- they say P3 exists and
two years fromnow, P3 is in place -- ny
understanding is that the Web site is not going
to know whet her the browser has been confi gured.
So what you are effectively doing is initially
banning all personally identifiable collection
fromall children, and by inplication, maybe from
everybody because there is no way, unless we have
got our digital certificates or whatever, of
ascertaining for sure whether it's an adult or
achild. So Il think if you go down that road in
t hat absolute fashion, you are really effectively
banni ng all data collection.

COW SSI ONER VARNEY:  What |'mtrying
to get tois, is there an irreducible m nimum which
everybody can agree to? And it doesn't sound

like there is, basically.
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M5. FALEY: The mnimumis: Put the
parents in control and provide notice and choice
to the parents, the notice and the education they
need to make the decision. | think that is
sonmet hing we can all agree to.

COWM SSI ONER VARNEY: Right. But ny
guestion is what about when there isn't the
parent there. That is where we don't have the
agreenent. There is no consensus on that, it
sounds |ike.

M5. LESSER: Just to comment, and if |
could take off ny I SA hat and put on ny ACL hat
for a mnute, | think that there is no consensus
because while we have all spent the | ast year

t hi nki ng about it, we have all started to cone

to the right concl usions. | nmean, what
we said yesterday was that as ACL -- and |
think Elizabeth's quote is interesting -- as

AOL tries to say we want to have a parental
consent first policy, we need to | ook around
us and say well, we al so have partnerships
with other people in the industry. W |ink
link to folks with whom we have no
partnership, and so there are additional

chal | enges which you lead to a certain extent.
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You bring people along, | think, four steps, and
then you get four steps, you are on the sane page,
and you try to nove to six steps or 10 steps.

That is really half an answer
to you, Comm ssioner Varney, and | admt
that that is half an answer. | can't answer nore
extensively for ISA truthfully because | don't
think there is a good | SA answer out there yet.
But | think if | see it fromny conpany, the
struggl e that ny conpany has gone through, that
is a struggle that says we have realized what
trust neans and we have realized what our
relationship to our custoners nean. And
therefore, here is where our policies need to
be.

But again, the relationships you have
wi th other nenbers of the industry, who really
just want to transfer everything fromthe offline
into the online world and don't necessarily yet
conprehend the true dynam cs of the online world,
you know what we say at America Online. W
under stand those dynam cs, so we are in a perfect
position to take a | eadership role.

Unfortunately, it takes probably too nmuch tine,

but we hope that six nonths or a year from now we
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can cone back and say we did it.

COW SSI ONER STAREK:  Eli zabeth, |
think the approach that you outlined -- working
closely with industry in trying to bring industry
into conformance with your guidelines is exactly
right, and I think your tinetable is a good one
by the end of the summer.

I would also like to say a word about
the DMA's Cyber Savvy. | think that is an
out st andi ng publication and one that | intend to
use with ny six-year-old when she goes online.

So | really thank you for that. | think it's
excellent and | was thrilled to receive it.

COW SSI ONER VARNEY: | want to go back
and | want to give Pat the opportunity to really
talk to us for the record so that we can, as we
del i berate -- tell us in the nost positive way
the circunstances under which you think that it
I's okay for 12-year-olds to be engaging in
i nteraction where information is collected
wi t hout parental involvenent because |I'm sure you

have sone, and | do want you to give us those.

M5. FALEY: | think that you have to
put it in context. |If a first nane is collected,
is that a negative? | don't think so.
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COMM SSI ONER VARNEY: | mean, give us a
site. Gve us a site that you think in your
j udgnent - -

M5. FALEY: Well, we | ooked at Tine
War ner yesterday. They had the first nane, |
guess a first initial and the |ast nanme, and they
entered a contest and they had a prize, and |
t hought that was terrific. But our bottom
line is that we need to place our trust in
the parents. It's very difficult for parents
to parent in this new online environnment
because many of them don't understand
how t he forunms work, how information flows. But
I think once parents understand how the
information flows, they will be there by their
child s side when they are online and take
control if they have any problemof trust with
their child. That is really the bottomline. |
don't think that the governnment should be making
an across-the-board statenent about there shal
be no collection. There's a difference between a
12-year-old and a 17-year-ol d.

COW SSI ONER VARNEY: | want to
enphasi ze 1'' m not saying or suggesting the

governnment should make the statenent. |[|'m asking
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why if industry hasn't, it hasn't. That is ny
guesti on.

M5. FALEY: Industry has made the
statenment that we think that parental perm ssion
shoul d be sought before furnishing information
online. And we even have in our guidelines an
exanpl e of notice to parents and what that | ooks
li ke.

The whole goal is to bring the parent
into the child s process. It's our guideline.

We support the ability of parents to allow the

children to opt-out of the marketing process. W

are encouragi ng the invol venent of the parent in

the child' s online process. W want to educate

parents and give themthe tools to nake deci sions

about the child' s behavior online, and that's
where we think it should be.

MR. PEELER: Pat, in terns of the
notice to the parent, where is that given
to the parent on a typical Wb site that is
asking for information about a child?

M5. FALEY: Well, we say that the
notice should be easy to find, easy to read and

easy to understand. So those are our

gui delines. Wen we put our own Direct Marketing
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Associ ation notice up, we put a privacy notice

| ock and key on the first page of our hone page
so that it could be just that, easy to find, read
and understand. So we believe that the notices,
any notices, should be easy to find.

MR. PEELER: But the parent really has
to go to the Wb site. A parent has to know the
Vb site.

M5. FALEY: Now the parent does, but as
| said, we're working on technol ogies that on
down the line will enpower parents to make
deci si ons beforehand to set their privacy
preferences for themand for their famlies, but
that is the future. So we have the stopgap nethod of
| et's have the notices. The President
denonstrated our privacy policy tool, which we
have created for businesses to use today for free,
to state the privacy policies to parents or
children. W are supporting IPWs and P3. In a
year we are going to have the technology that is
going to neet that concern. But that is what
we' re working toward.

MR PEELER: | guess the point I'm
trying to make is right now the notice is really

to the child. It would only go to the parent if
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the parent goes to the site al so.

M5. FALEY: Yes. W are trying to
encourage the parents to go to the site with the
chi I d.

MR. PEELER: Elizabeth, we have been
told by sone very |large marketers that as |ong as
the site displays, Ask your parent's perm ssion
before you supply this information, that conplies
with the CARU guides. That is incorrect?

M5. LASCOUTX: | would say that that is
incorrect. W want nore than that. | think
that is an analogy fromthe television world
where there is an 800 nunber on the screen and
mar ket ers are supposed to say Renenber,
ki ds, ask your parents' perm ssion before you
call.

Again, one of the things that is
happening in this discussion and education and
consul tation period is that we are |earning. Not
only are we educating our constituency about what
our guidelines are, but we are learning fromthem
what is possible, and again, it's bringing that
along. But | would say yes, that we would
require sonme effort beyond just saying Ask your

parents' perm ssion.
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MR. PEELER: Agai n, one other
thing -- CARU actually nonitors sites
affirmativel y?

M5. LASCOUTX: |'mloathe to say
noni tor because | consider what we do in the
tel evision nodel to be nonitoring, and over a
week and a half | think we see just about every
commercial that is out there for kids. W are
patrolling the Internet for kids, |ooking at and
starting wth our supporter sites, then other
wel | -known marketers, linking up fromthere to
anywhere they may go.

We are encouragi ng people to bring us
i nquiries about online practices that they feel
m ght not conply with our guidelines where we
take conpetitor challenges. W haven't gotten
any yet, but | suspect we wll as soon as
marketers are as famliar with this venue as
ot hers.

And in the Cyber Savvy guide, our nanme is
there as a source for conplaints and
i nquiries about Web practices. | would wel cone
referrals fromanyone in this roomor any of the
organi zations in this roomto help us in our

nmonitoring of the Internet because it is a
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daunting chall enge. But we are patrolling sites --

about what | can say now.

MR. PEELER: Pat, do you react mainly
in response to conplaints, or do you go out and
| ook for sites?

M5. FALEY: It happens both ways. W
actual |y have soneone on staff right now that has
been nonitoring sites, contacting sites of our
menbers, contacting themif they are not
absolutely in conpliance with our guidelines and
bringing theminto conpliance. W also have an
et hics process which has been described to you
bef ore, and those conpl aints can be
self-initiated by staff or nmenbers or consuner
groups or, as Elizabeth said very often

conpetitors.

M5. LASCOUTX: | just want to add that
the other thing that we do is we will |ook at a
site before it goes out, while it's still in

beta. Advertisers, just as they have in other
media, will cone to us either with sonething as
informal an as idea, we are thinking of doing
this at our site, would that be all right? O
actual ly saying we are about to go live, would

you | ook at our site? So there are a |ot of ways
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that if we don't initiate it, sonetines the
actual Web site initiates it.

MR. PEELER Jill, does | SA have any
type of enforcenent of its guide?

M5. LESSER: Not at this tinme and that
IS because | SA conpleted the revanping of its
gui de about a nonth ago, and so one of the things
that we are in the process of doing in the
Privacy Subcommttee of the Online Policy
Committee is figuring out, particularly because
of the diversity of nmenbership within the | SA
exactly how we can enforce those guidelines
because they are conprehensive in the sense that
they are guidelines for online marketers. They
are guidelines for online service providers,
which are different guidelines. They are
guidelines for children's information and
unsolicited mail. W are in the process of

figuring out what the best enforcenment nechani sm

I'S.

MR. PEELER: The rel ationshi p between
the three sets of guidelines, | think starting
with Jill, your guidelines refer to the CARU

gui del i nes?

M5. LESSER: Right. Last year when we
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came on to present, we presented joint guidelines
with The Direct Marketing Association, and we
have made sone changes primarily for clarity
sake. There was sone | anguage we thought in | ast
year's last draft, which was obviously a draft,
that was not as clear as it could be, and I know
that The Direct Marketing Association went and
expanded a version for itself, so we have not
split ranks.

In addition, as | said before, because
we think that CARU has a ot of credibility in
the advertising arena and because they have done
a lot of the best thinking about children's
advertising in particular as distinguished
necessarily from marketing, we have asked our
menbers to refer to their guidelines rather than
sinply reinventing the wheel.

M5. FALEY: | think Jill explained how
we devel oped our guidelines. W provided further
gui dance for our nenbers just for clarity sake as
much as anything. |In ternms of the CARU
gui del i nes, we were consulted at one point on
t hese gui delines, and our own guidelines do say
that marketers should foll ow t he CARU gui del i nes

advertising practices.
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M5. LASCOUTX: And not to sound |ike
the enperor of the world here, but if CARU in our
patrolling were to find a DVA nenber or an | SA
menber who we thought was violating our
gui delines, we would after Septenber initiate an
inquiry wwth them and enforce our own
gui del i nes.

MR. PEELER  Elizabeth, your guides
apply to children aged 12 and under?

M5. LASCOUTX: Under age 12.

MR. PEELER: | take it the DVA
gui del i nes are higher?

MS. FALEY: The DMA gui del i nes
apply to marketers. W haven't set an
age specific.

MR PEELER Is 12 the right age and how do
we know that for a child?

COW SSI ONER VARNEY: The age woul d
actual ly be 11.

M5. LASCOUTX: It's 11 and under for
the CARU gui delines. | understand that age was
set, and there may be soneone here who knows, to
harnmonize it with sone, | think it nay even have
been FTC | egislation at the time, but |'m not

clear on that.
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COMM SSI ONER VARNEY:  Comm ssi oner
Starek said its probably a 900 nunber.

MR. PEELER: | think it was a 1974 FCC
gui del i ne.

M5. LASCOUTX: So | understand that
that is where our age limt cones from although
it may have predated that because we inherited
our guidelines essentially fromthe Association
of National Advertisers. But we felt confortable
with that in the offline world.

There has been sone very prelimnary
di scussi on about the appropriateness of maybe
raising the age limt or having a secondary set of
gui delines for marketing to ol der children
online. But frankly in the |last advisory, that
was t abl ed because we decided to address that
some other tine after we had sone guidelines in
place. So that is a discussion and a deci sion
that would be made by CARU s advisory comm ttee.

MR PEELER: A final question is,
take it at this point it is too early for any of
you to have nunmbers on what percentage of sites
are follow ng your reconmendati ons with respect
to collection of children's information?

M5. LASCOUTX: It's too early to say

For The Record, Inc. (301) 870-8025



© 00 N oo o B~ w N P

N N N N NN P P R R R R R Rp R
g N W N P O © 0O N O 00 M W N PP O

177

that. Qur nunbers may not be all that great, but
Il will tell you that we have not contacted one
Wb site advertiser who has said well, we don't
feel like follow ng your guidelines. The
reacti on has al ways been, oh, we weren't thinking
about that; gee, that is really an issue; how
can we address it? So that is why we are
spending this time working with the industry.

COMM SSI ONER VARNEY: So maybe when you
tell us what you find out fromcontacting
the folks in the CVE study, maybe they will have
had that reaction as well.

M5. LASCOUTX: Maybe so.

COW SSI ONER VARNEY: | want to say
again, although I may not end up in exactly
the sane place as the three of you do in
your guidelines on sone very narrow i ssues
I think the guidelines are extrenely
important. They are a step in the right
direction and | hope that they are evol ving and
that we will keep tal king.

MR. PEELER. Thank you. And, Pat, you
menti oned sone very interesting statistics during
your presentation. |If you have anything you can

give us on that, we would | ove to see that.
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M5. FALEY: Sure, | would be happy to.
MR. PEELER And with that, | think we

will close the panel. Thank you very nuch for

your participation, and we will take a 15-m nute

br eak.

(Recess.)

PANEL VI1 - ROUNDTABLE: PERSPECTIVES ON SELF- REGULATI ON,
TECHNOLOG CAL APPROACHES, AND THE ROLE OF THE FTC
"Recomendati ons for the future including the roles of

i ndustry and gover nnent.

Charl otte Baecher, Director of Education Services,

Consuners Uni on

Leslie L. Byrne, Drector, US. Ofice of Consuner Affairs

Cerald Cerasale, Senior Vice President Government Affairs,
The Direct Marketing Association

Jul i e DeFal co, National Consuner Coalition

Mary Ellen R Fise, General Counsel, Consuner Federation
of Anerica

Daniel L. Jaffe, Executive Vice President, Governnent
Rel ati ons, Association of National Advertisers, Inc.

John Kanp, Coalition for Advertising Supported Information
and Entertai nment (CASIE)

El i zabeth Lascoutx, Vice President/Director, Children's
Advertising Review Unit of the Better Business Bureaus (CARU)

W1 liam MacLeod, Qutside Counsel, G ocery Manufacturers

For The Record, Inc. (301) 870-8025



© 00 N oo o b~ w N P

N N N N NN P P R R R R R Rp Rp
g N W N P O © 0O N O 00 DM W N P O

179

Associ ati on
Kat hryn Montgonery, President, Center for Media
Educati on
Deirdre Mulligan, Staff Counsel, Center for Denocracy
and Technol ogy
Marc Rotenberg, Director, Electronic Privacy |Information
Center
Shirley Sarna, Assistant Attorney Ceneral, New York
Departnment of Law, National Association of Attorneys
Gener al
M5. SCHWARTZ: If everyone wll take
their seats, we will begin the round table.
My nane is Teresa Schwartz. |'m
the Deputy Director of the Consuner Protection
and al though this is the very |ast session,
it's ny first day and tine at the
table. But for many sitting around the table,
you have been here for days and days
participating and enriching this record, and we
appreci ate everyone's stayi ng power and we
wel cone sone to the table who have not been
partici pants but who have been in the audi ence.
The purpose of this round table is
really twofold. One is to give an opportunity to

react to the earlier presentations about the
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technol ogies and the self-regulatory initiatives
that we have just heard about and then secondly,
to tal k about the broader issue, where do we go
fromhere in this area.

The way | would like to run this, we
have got 13 people, so a quick mat hemati cal
calculation tells nme that we have to stay under
10 mnutes a person. To nmake it a roundtable
and to make it interactive, which is where we
are in our society this day and age, | want to
start by calling on Mary Ellen Fise fromthe
Consuner Federation to begin the discussion
and give us her reaction to the industry's
sel f-regul ati on and technol ogi cal presentations
earlier today, and then for those who would
find something in her presentation that they

mght like to address, to put your sign on

the end and 1'Il try to call on people, to
keep the di al ogue going and interactive. |If
no one has a sign on a side, I wll just

call on people randonly.

So Mary Ellen, would you like to begin

t he di scussion? And keeping in mnd that | know

you have a good bit to say, but also that we have
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sone tinme limts.

M5. FI SE:

Tha

nks. | would like to

make comrents in two general areas. First to

tal k about the differences between the guidelines

that CME and CFA had asked the Federal Trade

Comm ssion to issue and conpare that to what we

just heard from CARU and al so sone genera

comments about where do we go from here. But

first in conparing the two sets of guidelines,

just wanted to kind of highlight because they

really are very different,

all out in witing and submtted it to the

and we have set this

Comm ssion, and at sone point there were copies

out si de.

First, on scope, the CARU gui delines

apply to children 11 years of age and younger,

181

and the CMA/ CFA gui delines apply to children under the age of

16. But also, in ternms of scope,

CARU repeatedly refers to

advertisers and tal ks about things in the advertising concept,

wher eas our guidelines refer to marketing.

woul d i ncl ude advertisers, but it would al so

i ncl ude nmarketers and those who col | ect

i nformati on who may not be advertisers, and so

t hose perform ng market

research, we believe,

to be under the anbit of these guidelines.
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Wth respect to consent, we have been tal king
about this a | ot over the |last couple of days. The
CVE/ CFA guidelines call for valid parental
consent, neani ng parental consent that can be
verified; whereas, the CARU guidelines tal k about
meki ng reasonable efforts. And we are greatly
concerned that those reasonable efforts
woul d inplicitly condone a child saying that
they got consent when, in fact, they
haven't.

On di scl osure, CARU appears to be
silent wth respect to disclosure requirenents on
aggregat e and anonynous information coll ection,
wher eas our disclosure requirenents woul d apply
even in the collection of aggregate and
anonynous information. W want people to know, we want
famlies to know that, children to know that this
information is being collected even if it doesn't
i nclude personally identifiable information.

Wth respect, though, to personally
identifiable information, we believe that the
CARU gui delines fall short. They don't address
things like the size, placenent, audio. W in
the CVE/ CFA guidelines call for those disclosures

to be directly preceding collection. Al so, the
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CARU gui del i nes do not address contract clains,
it does not address allow ng the correction of
informati on and they do not address prevention,
preventing further use of the information that
had al ready been di scl osed.

And then finally, on enforcenent, this

is a mjor difference, we are asking the Federal

Trade Conm ssion, the federal governnment to issue

gui delines that would set a level playing field
and that would be enforceable if a conpany

vi ol at ed those qui delines; whereas, CARU s

sel f-regul atory programcalls upon the

industry to do it thenselves, and the enforcenent
woul dn't be by CARU.

And Elizabeth referred to patrolling
wel | - known marketers as, | think, the starting
place. And while that certainly is a start, it
is certainly not adequate in our estimation.

Now, nore generally, kind of where do
we go fromhere? We have heard overwhel m ng
support through the survey data. W could not
have hoped for better response. Particularly, |
think one was in the 96 percent range and one in
the 97 percent range about the concerns that

parents have when marketers woul d viol ate
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collection practices and the fact that they woul d
want there to be legal liability for marketers
who vi ol ate privacy policies.

In terns of the Federal Trade
Comm ssion, our sense is that there appears to be
a grow ng consensus and we are very delighted
that there seens to be a majority of the
Comm ssioners who are truly concerned and believe
that it is possible that the collection of
information fromchildren in certain
ci rcunstances could be unfair, deceptive or
fraudulent. Wth that said, though, it's been
two years, and we have been waiting for
gui delines. W have been waiting for industry to
clean up their practices. And | think the data
that we provided yesterday clearly shows that
there is wi despread collection of data or
i nformati on fromchildren

We believe that there is information
bot h through the survey data and fromthe current
practices that is sufficient that the Comm ssion
coul d issue those guidelines today. And
we believe that they should go forward in
consi dering that as the response.

But in addition to that, we believe the
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Comm ssi on needs to be | ooking at individual bad

actors and going after themfor, again, deceptive
practices, fraudulent practices, unfair practices
ai med at chil dren.

And | guess I'll close by saying that

nore children are going online every day, and we
can't be waiting around for yet another year.
And so we will be |looking to see and hopi ng t hat
the Conmi ssion will take action. But if that is
not the case, we will be seeking |egislation on
Capitol H Il at least to notivate the Conm ssion
to take strong action to protect children.

M5. SCHWARTZ: Elizabeth Lascoutx from
CARU.

M5. LASCOUTX: Thank you. 1'mgoing to
try to respond to several of the points that Mry
Ellen made. [I'mnot sure | scribbled them al
down fast enough.

Let ne start by just correcting a
coupl e of m sapprehensions here. W don't just
address personally identifiable information. Qur
first data collection, our first and second data
col | ection guidelines say before asking children
for informati on about thensel ves, advertisers

should rem nd children to ask a parent for
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perm ssion and the advertiser should disclose in
| anguage easily understood by a child why the
information is being requested and whether this
information is intended to be shared, sold or

di stributed outside the collecting advertiser
conpany.

The third one says that if information
is collected fromchildren through passive neans,
e.g., navigational tracking tools, browser files,
et cetera, this should be disclosed to the child
and parent along with what information i s being
collected. So taken together, those guidelines
say that any tine there is information coll ected
fromchildren, that use has to be discl osed.

In terms of enforcenent, it is true we
are a self-regulatory system and sonme of our
gui del i nes have a | egislative backup if we deal
with -- I'"mtal king about our preexisting
guidelines -- if we deal with deceptive
practices, we can certainly refer nonconpliance
to this agency.

A lot of our guidelines have absol utely
no parallel anywhere else. They deal w th things
| i ke peer pressure, or inappropriate behavior or

prosoci al role nodeling, and there is
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nowhere else for us to refer those if a conpany
won't conply with our request for nodification or
di sconti nuance. W get an al nost total |evel of
conpl iance on those guideline issues as well. In
fact, | think it was |ast year, the day that we
cl osed out a case against a series of N ntendo
comercials, we received a conpl aint about those
commercials referred to us fromthis agency
because we had jurisdiction and this agency did
not .

So | think the track record, the
23-year track record of CARU and its enforcenent
is pretty darn good, and we don't operate in a
vacuum We don't operate in the dark. The
results of our inquiries are published. | think
public opprobriumfor advertisers really does
matter. They don't |ike being held up to bad
press. And we do publish all of our case
inquiries. And I think enforcement has really
not been an issue. And in the case of bad
actors, this agency does currently have
jurisdiction to go after themon all the grounds
that we have di scussed earlier today.

In ternms of your comment that you are still

abuses that the industry isn't follow ng our
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gui del i nes, our guidelines have been out for a
nmonth and a half, just about a nonth and a half,
and | think | addressed earlier that we are in a
work in process wth the industry, and we are
seei ng an enornous nunber of changes nade
al ready. Conpani es that have never worked with
us before, like Mcrosoft, that they made
i mredi ate changes to their sites as an interim
while they are doing their major redesign -- and
they intend to take into account our guidelines --
is an indication that we have sone clout and that
we are getting cooperation.

In terns of our patrolling, |I would
| ove to get -- we are starting where we can and
we are noving out. But we are going to be
relying, as | said, on other referrals, and |
woul d wel conme referrals fromyou if you think
there are sites violating our guidelines.

| do have a question for you, though,
because | have not yet heard defined what CFA/
CVA neans by valid parental consent or
verifiable parental consent. | don't

know what you nean by that, whether P3

woul d satisfy you. | haven't heard verifiable parental

consent defi ned.
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M5. FISE: Qur guidelines define verifiable parental

consent as in witing or an electronic neans that
the veracity of that consent. | think Shelley
probably will be discussing P3 |ater.

But if you go back to the guidelines
that we submtted at hearings here one year ago,
the consent was laid out pretty explicitly.

M5. SCHWARTZ: In the order in which
t he signs have gone up, Charlotte Baecher from
Consuners Uni on and John Kanp from CASI E

M5. BAECHER: | want to expand. One of
the biggest flaws in the whol e concept of
self-regulation, | think, is its extraordinary
reliance on the parent. It puts a trenmendous
onus on the parent, and there are several things
that have to be taken into consideration. Let's
call it areality check

Let's start with the area that |'m nost
famliar wwth., |1'mdealing wth kids thensel ves,
the subject of our concern day in and day out.
Telling a child to get parental consent is far
fromgetting parental consent. W have all been
children. You are only going to ask your nom for
parental consent if you know she is going to give

it. |If you can go right ahead and go in, it's
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not any kind of a deterrent at all to a child.
So even though we don't have an easily definable
met hod of getting verifiable prior parental
consent, that is really necessary, otherwise this
is really just show.

And | think that there are severa
ot her things where the child himor herself is
bei ng penalized because if a parent says "no" and
really enforces it -- using blocking software,
usi ng privacy preferences, whatever technology is
avai lable -- the child is going to be bearing the
brunt of whatever is going on, and the child is
not going to be able to go to a gane the child
wants to because the child cannot reveal
personal information. Basically, the child's
options on the Internet are going to be limted by
this and rather than having it reinforced that
privacy is a good thing to protect, the reverse
is going to be happening where the child is going
to feel sonehow slighted.

I think everyone here who has tried to

tell a child, "no," you can't have this; you can't

do this, has heard but Mom everybody's got it; |'m going
to go over to Johnny's; I'mgoing to get it there.
There are a trenendous nunber of real life
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reality checks, things to keep in m nd.

Anot her problemw th putting the whol e
onus on the parent is, what | think we have seen
over these past two days, the lack so far of
parental use of the technology. And even though
there is very exciting technology comng in the
future, until we can say that we are going to
have 100 percent conpliance, it's really |eaving
children unprotected. And is it all right? |Is
it all right that, say, 50 percent of the
parents conply? Is it all right that mllions
and mllions of children are |eft unprotected
because the parents are not taking an active
rol e?

| guess finally, probably one of the
bi ggest problens in expecting self-regulation to
take care of this problemis a very basic
mar ket pl ace fact that to do what is good for
chil dren neans meki ng | ess noney than you could
make if you weren't doing the honorable thing.
And sonmehow by requesting verifiable prior
parental consent, you are going to be penali zing
the Web sites that are going to be getting fewer
hits where the kids are not going to be able to

go until a parent says yes, and the site itself
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will be forced to pay sone of the consequences of
its privacy or nonprivacy policy. So | think
that it's very obvious that there is a very
strong role to be played by the Federal Trade
Commi ssion in protecting children. So it's a
very inportant issue, and I don't think it's one
that we can continually put off.

M5. SCHWARTZ: John Kanp, then in
the order of signs, Shirley Sarna, Dan Jaffe,

Gerry Cerasale, Julie DeFal co, and back to

El i zabet h.

MR. KAMP: Thank you. | promse to
make it short. It has to be a little |onger
given | have to respond, | think, to a couple

things that were just said.

First of all, I think you have to
understand that the business community as |
experience it through CASIE, ny group and the
Aneri can Associ ation of Advertising Agencies
doesn't see the treatnent of children in
appropriate ways as sonething that is against
their business interest. The business interest
of the 4-As community and the business and the
comunity, the business community that has been

represented here, businesses understand that if
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privacy is not protected in this country, in
what ever nedium that the American people won't
use the nmedium and that woul d be a disaster
think for all of us. So | just can't buy that
di chot ony.

| also was a little bit unconfortable
with the need, the sort of notion just
expressed that we need to have sort of 100
percent conpliance. | was raised Catholic, and I
know that the nuns that raised ne thought that |
had to be 100 percent conpliant. But even in the
Catholic Church we were allowed to go to
confession. Wen we occasionally nmade a m st ake,
we had to confess it to the priest.

This is not a perfect world and to
expect or even call for or expect that the FCC,
the FTC or self-regulation or software or any of

t hese things that we are doing would sort of in

100 percent ways protect children, | think, is just

totally unrealistic. And in fact, even when we
were tal king about the age differences,

in nmy ow case, | knew that by the tinme ny
children reached age 11, that | had absolutely no
power. By that tinme I had either sort of raised

themto do what they were going to do, but they
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were going to do it actually from 11l on pretty
much in spite of anything that I wanted themto
do. So let's not pretend we have a perfect
wor | d.

| also was a little concerned about the
opening. | do think there was sone use to
the contrasts between what may be the
position of the CFA, an institution that | very nuch
respect, and the self-regulation of CARU. But we
are not tal king about sort of one or the other.
We are not tal king about will there be governnent
regulation. Cearly, there is and there wll
continue to be a very strong Federal Trade
Commi ssion in this country. And when
appropriate, action nust be taken. It wll be
t aken.

What we are tal king about is a whole
series of tools here that are being created
sonetinmes by the industry, sonetinmes by
advertisers or different kinds of marketers,
sonmetines by the Internet service providers. W
hope nost often by parents who are able to take
advant age of these tools, but it's not one or the
other. W clearly need it all, and we need to go

forward as qui ckly as possible.
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M5. SCHWARTZ: Shirley Sarna wth the
New York Attorney Ceneral's office.

M5. SARNA: Thank you. | want to
under score sonet hing that John said, and | hope
that we don't lose sight of it. Through this
week and as we go forward, there is no 100
percent perfect solution. |[If nothing else
that we have learned in the |ast week, we
have cone to appreciate to an exquisite degree
how i ncredi bly conplex this issue is. How
incredibly conplex it is to think about a new
medi um and try and get a handl e on applying

concepts that really are core values in our

society and transl ating those core val ue concepts

in a new environnent.

Deirdre at sone point, invited us
to think about the online environment with
no preconceived notions. That is to say,
not to think by anal ogy, but to really
al l ow ourselves to be freer and think
creatively as we go forward. | want to
expand that by saying | agree, but at
the same time | wouldn't like us to

forecl ose goi ng by anal ogy.

There is much in the offline world that
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is already in place that in many ways reflects
the values that are part of our society, and nmany
of those values are enconpassed in the kind of
ground rules of us as a society.

So this is what | would like to add to
this discussion. | am | remain, | have been for
as long as | renenber, a great advocate of
self-regulation. It's been ny observation that
sel f-regul ati on works exceedingly well when there
Is sonething underneath it that defines a common
baseline. | think, for exanple, the National
Advertising D vision, CARU does an extraordinary
job. And what works particularly well is that
fromthe baseline, you have provi ded sonet hing
addi tional that you urge your nenbers to
participate in, that can give thema conpetitive
advantage and that really | ooks to a public
i nterest piece of the way that marketers do
business. And | think that marketers are
genuinely commtted to trying to do that, but
there are a lot of things to juggle all at the
same tinme.

When push cones to shove and sonet hi ng
doesn't get resolved, for exanple, at the NAD and

a marketer and advertiser doesn't conply with an
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ultimte decision, that file gets floated up for
the FTC to take a | ook at, for the Attorney
General to take a look at it, and there is kind
of a safety net.

Wen we are tal king about privacy and,
for exanple, one of the issues was disclosure.
We have no probl em when we are talking in terns
of enforcenent arsenal. W have no probl em where

we are tal king about a deceptive statenment. |

prom se to do this and, in fact, | deliver
sonething different. | say that that is the easy
case.

| said the other day and | continue to
bel i eve and because this is children we are
tal ki ng about, the issue is even nore conpelling,
where what we are tal king about is a disclosure
that sets out privacy considerations, for
exanple. | don't think that there is an
adequate -- maybe there is -- safety net
as a matter of |aw.

The Federal Trade Conm ssion, because
it has such a broad range of enforcenent tools,
has in its arsenal the opportunity for
guidelines. Violation of a guideline does not

necessarily nmean a violation of |law.  But
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conpliance with a guideline is a safe harbor.

Al so, as in the environnental
guidelines, it's easy to build in a review
process. | wonder whether the Federal Trade
Comm ssion m ght consider in this very inportant
area, where tinme maybe isn't as nmuch our friend as
it 1isin other parts of our |ast four-day
di scussion, whether it mght be worthwhile to think about
addi ng the public interest point of view the
normative point of viewthat says, take into
account what everyone has to bring to the table.

Here is what we would |ike to suggest
for the next three years as a way to proceed. It
woul d have the nost notoriety. It would have an
opportunity for comment and input, and it would
have an opportunity for review.

I find nyself anused with ny own
reaction because | cane in as such a staunch,
such a staunch defender of self-regulation, and
now at the end of the day, | wonder why whenever
I want to think government, | have to whisper
because that has beconme an unaccept abl e concept.
I think when we are tal king about issues |ike
privacy, like providing information and asking a

particul arly vul nerabl e group to provide
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information in an inperfect world of
under st andi ng, why shouldn't there be a forumfor
a bigger picture point of view for sonme guidance
that doesn't | ook only to what becones how far
the | eaders, as AOL nentioned this norning, how
far the | eaders can bring al ong everyone el se,

but sets a standard and says this seens to nmake
some sense. | think we should go with this. See
how it works and then cone back for review

M5. SCHWARTZ: John, we have a
convert. Here we started with a Catholic. Now
we have a convert.

M5. SARNA: But wait, the day hasn't
ended.

M5. SCHWARTZ: We're still in this
process. Let ne see where | amon the list. Dan
Jaffe fromthe Association of Nationa
Adverti sers.

MR. JAFFE: Thank you. I'd just like
to echo a couple of things that John said that |
t hought were inportant. Qur industry, the
advertiser industry and the agency industry
bel i eves that if we cannot resolve this issue
appropriately, in other words, to the

satisfaction of the general public and to the FTC
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and ot her groups, that we will fail in the

mar ket pl ace. That if the public does not feel
secure in the Internet, they will not purchase
products, and that wll obviously be to the great
detrinment of advertisers and the great detrinment
of their agencies that they use in trying to make
sal es, and so we think there is an enornous
econom c incentive to nove forward.

We believe the FTC in last year's workshop
and in this workshop has noved the ball forward.
It has taken quite some tine for our industry to
come up with rules but we now have rules for
children's advertising on the Internet, sonething
we did not have at all when we net |ast year.

And this has just cone into effect, but it is ny
strong belief that these rules will be w dely
conplied wth.

This is not a passive approach. CARU
goes out and tal ks to people, but afterwards
starts to bring cases and this will be very
public. And so | think that will create a mjor
pressure for many people to nove forward.

But we have never believed, though we
t hought self-regulation was inportant, if we cane

out with CASIE guidelines and CARU proposals in
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this area, that that woul d be enough. W felt
the only thing that would really make a
difference is if we gave parents the power to
bring econom c conpetition into the narketpl ace.
And that is why nost of the business groups that
you see here and who have spoken to you in the

| ast few days have joined in the P3 program
because we believe until you had an easily
manageabl e i nformati on policy, the parents could
set beforehand whether the kid wants it or not,
whet her they cone to ask for consent fromthe
parent or not, that they could state their
policies and control their policies, that this
woul d not work. So we are not just merely
saying, do good. W are trying to create the
tools that will lead to good behavior in the

mar ket pl ace.

As | said at the beginning, we believe
there is a trenendous econonic incentive to do
the right things. |[If we give parents the right
to be able to set their policies and to bl ock
people fromgoing to sites that are not stating
policies or not stating adequate policies, that
this will beconme a very inportant effect, as the

CARU approach will start getting nore groups to
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be online w thout evolving technol ogy.

One other thing I think that has been
di scussed at various tines during this process
but sone of us are acutely aware because we have
gone through the whole CBA experience is it's not
as easy as people say to know whet her you have a
kid online. Two federal courts in this country
have said that it's not possible to know exactly
who busi nesses are dealing wth and that is why
they struck down the CDA Act. We will see what
the Suprene Court does. That should happen
within this nonth and so we will get further
conclusions, but it's certainly not a sinple
t hi ng.

It's particularly not a sinple thing
when you start tal king about kids up to 16 years
ol d because then there is going to be nothing
that is going to cue you or key you to the fact
of whether you are dealing with a kid. | told
the story last year, | think it's worth repeating
here that when ny nine-year-old went on the chat
line and said he was 18 years old, | nentioned to
himthat it mght help that he learn to spell
At sone |evel, people will be on noti ce.

But when you start dealing with a
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16-year-ol d, though sone of them nmay not know how
to spell either, generally that doesn't work any
| onger. And so also what we found in the CDA
area is that nost sites are not sinple sites.
They are m xed sites. M child, for good or ill,
is just as interested as any 18-year-old or
20-year-old or 25-year-old in all the alternative
rock sites. He is very interested in all the
novie sites. And so howis the advertiser, if he
Is given a demand to have cl earance, going
to know that there is a kid there. And
so this is not a sinple problemto get around.
There may be sone limted sites where

you coul d have a pretty high degree of

confidence, but I think those are quite a |imted nunber

of sites and the question is are you going to be able

to set up rules that are so narrowWy focused as
to deal just with those sites. M persona
belief is that the technology is the way to
handl e those sites as well, but you are certainly
in a different situation when you are dealing
with a five or six-year-old than you are when you
start dealing with ol der kids.

COW SSI ONER VARNEY: Dan, would you

gi ve us your thought -- maybe you can't w thout
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comm tting your association. Because of the
conplexity of this area, would you conment on
Shirley's suggestion that the FTC ought to
consi der convening you all for a devel opnent of
vol untary guidelines akin to the G een Cuides,
preci sely because it's so conplex and difficult
and the rules aren't clear? |If you can't
coment --

MR. JAFFE: | cannot comment for the
associ ati on because we have never discussed this
issue directly. Wat | can say is that we have
been certainly thinking about this issue, and our
approach is a staged approach up until now and
first to have set up voluntary policies and what
we call goals. The case of goals for adults and
then get the CARU guidelines for kids, and then
to try and devel op the technol ogy to put noney up
front because we felt that there was a gap; that
it was not enough just to tell conpanies to do
right, but we felt we needed to create major
incentives for themto do right by giving
easi |y usable technology to allow the parent
to act on. If, in fact, 97 percent of the

parents are concerned, | don't
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think you are going to find 50 percent of the
parents who are not going to do sonething if they
have sonething that easy to step in. And
certainly I believe that is the case in the
younger age group.

VWhat we did hear fromthis Texas group
that did a study is that for the younger Kids,
and |'mglad to hear this, parents are usually
sitting there. It's not a situation where they
allow kids -- the kids can't type, but you see,
that is of some confort. So I think the nost
vul nerabl e, the ones who have the | east
knowl edge, will probably be protected. There may
be sonme five-year-old going all around the
Internet. | think that is a very exceptional
situation. Let others bring statistics to bear
on that.

But once you get to a slightly ol der
age, | think know ng whether you are dealing with
a kid and being able to set rules that are going
to work may not be as easy as has been
suggested. And | think there has been a great
underestimation of the FTC s role in here. |
think we are going to see cases fromyou where

people are treating people unfairly or falsely or
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deceptively, and that is going to be productive
as it has been in all the other areas of
advertising. W have always been chanpi ons of
the FTC and a strong FTC, and so we expect the FTC
to play its role.

| think all of these things together
are going to lead us in the right direction.
think we are heading in the right direction. W
have a comm tnent that you will head in the right
direction and that there will be strong
enf or cenent .

El i zabeth, as we were having |unch and
were tal king about as soon as we have had a
chance to talk with all these groups, we are
going to be going out and bringing cases. W
wer e sayi ng hall el ujah because we want to have
the mar ket pl ace work for consuners. The
religious thenme continues with ny hall el ujah.

COW SSI ONER STEI GER: Dan, we haven't
gone into this in any depth at all, but over the
heari ngs several nentions have been made of the
fact that the revolution really just begins.
School s are being wired now for interactive Net
educati onal purposes as are libraries, which

probably opens up a whol e other question of the
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interaction between children in particular and
the Net.

Have you fol ks given any thought to
that? Do you presune this will also be an
advertising nedia, or have you given any thought
toit? | knowit's a recent, quite recent
phenonmenon and one that will be upon us nore
rapidly than any of us realize.

MR. JAFFE: | can't answer about
whet her the school nediumw ||l be an adverti sing
medi um or not, but the P3 approach where the
school s as well as anybody el se coul d set
l[imtati ons on where people would go and what
they woul d see and what they would do woul d be
avai | abl e for schools or libraries or churches or
anywhere el se where there are kids and the Net.

COWMW SSI ONER STEIGER: | guess that's
what | was getting at. You think the P3 approach
IS robust enough to cover energing uses of this
t echnol ogy?

MR. JAFFE: That's our intention. That
was our intention, that anybody woul d be able to
use it and use it easily, use it effectively and
not be dependent on coming to the kid; that the

parents play the parental role that we have
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al ways had.

One of the things we al ways thought was
hopeful about the Internet is that technol ogies
that create the dangers also give us the power to
have nore control. W have nore control when the
parent is out of the house, if these systens
actually work, than parents would with the
television. Wen | step out of ny house for a
m nute and go shopping, if | |leave ny kid al one,
I"mnot going to know where he is going to be on
the television. | don't know what he is going to
do. That doesn't necessarily have to be the case
with the Internet. Mybe once we get the V chip
that nmay not be true for the television either.
But technol ogy nay be giving us nore control,
rather than less control in the long run

I think you raised a point that goes
back to the question that Conm ssioner Varney
asked which actually was a good one, which is
there is a really serious question in ny m nd
whet her any of us are ready to lock things into
pl ace, whether we are ready for guidelines |et
alone law until we have had a little bit nore
time down the road. | nean you can say this

forever, but | think wwthin a year or so we w ||
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really have gotten to the point where we'll know
what technol ogy can or cannot bring to us; that
I"'msure there will be plenty nore to cone. W
wi Il have a nuch better idea.

We heard very interesting things
just before lunch about all these technol ogies
that are quite eye opening. | just don't know
whet her those will all fizzle on the |aunch pad,
or whether they will really give us trenendous
power to know who and what we're dealing
Wit h.

COMWM SSI ONER VARNEY: It's a little bit
of a cart and horse question. | guess what |
woul d like if you can and naybe John al so, after
today while the record remains open, if you
coul d give sone thought if we should undertake
vol untary guides in connection with other people
because it seens to ne that guides have the
advant age of, in sonme ways they have the
advant age of not having the force of |aw but of
creating kind of the level playing field during
the period while we are still waiting for the
technol ogy to becone pervasi ve.

On the other hand, if such guides woul d

in your view styme the innovative process, |
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woul d want to know that, too. | guess | would
ask you to mull it over and think it through,
John and sone others at the table.

MR, CAMP: Well, clearly, you all may
remenber the 21 trade associations cane and asked
for guides in the environnental area and | think
all of us clearly think that they work very
well. But | know that you and clearly we are not
nai ve about the fact that guides in effect have
the force of |law and they do have sone of the
sanme problens inherent in them about freezing the
t echnol ogy because you have to change them  But
I"'mnot at all ready to say that guides are not
appropriate here. They may very well be in sone
cases. As we get further down the road, there
m ght be a | ot of uses for guides for everybody's
concer n.

MR. JAFFE: We will certainly get back
to you.

M5. SCHWARTZ: I'll turn next to Jerry
Cerasal e from The Direct Mrketing Associ ation.

MR. CERASALE: "1l try to keep this
short because Dan went on and pretty nuch said
quite a few of the things that the DVA agrees

W th.
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| think one of the things that |
want to enphasize is that we heard about sone
surveys and |lots of surveys, but we heard sone
surveys that say yes, parents do know what their
kids are doing on the Net, which to ne was a
little bit -- the size of that was a little bit
surprising. A lot nore parental know edge than
t hought .

And | think some of the statenents here
today have basically given parents a bad nane. A
ot of us are digitally challenged. | can't even
say the words, but whatever, a |ot of us are
chal l enged with that but we need the tools. |
think the key is that parents want to be parents,
and we want to give themthe ability to be the
parent and give themthose tools. And | think
that the DVA has put a ot of effort and tine in
education, which is inportant, but also a |ot of
effort and resources into the P3 programtoo
which we think is a good solution. Parents put
in the solution and it's there whether the parent
Is at home or not at hone at the tine, or whether
the parent is sitting next to the child or not.

One of the things to renenber about the

Net is it requires a conmputer, a tel ephone I|ine,
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a nodem and sone neans to get into the Net, and
an eight-year-old child doesn't have the ability
to do that. | think the school situation that
Commi ssioner Steiger raises is a potenti al

probl em but we think that the P3 platform woul d
work there in the library.

Protecting children is all our jobs.
As a parent, as marketers, as Dan has said we
need to have confidence in the Net in order to
have anyone purchase anything over the Net. And
so it's inmportant for us to get that confidence.
And | think it's our job, it's the governnent's
job and so forth.

One of the big things for the
governnment i s what you have done here. You have
brought us all together. W are noving forward.
We are nmuch further along than we were | ast
year.

Where do we go from here? We keep
noving forward. And technol ogy which brings the
horrors, also can bring the safety fromthose sane
horrors, and I think that you want to allow this
mediumto mature a little bit.

If you do put in laws, or if you do put

in guidelines which really do bring the force of
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law, you will tend to stifle some of the
i nnovation here. | think that you have seen not
just today, but early on in the individual
reference services and what they're trying to do
and what they're doing vis-a-vis children and al
of us as we go along. It's a changing process.
And the interesting thing for us is that the DVA
has taken the opportunity to start calling and
contacting Wb sites that we don't think are
nmeeting our guidelines, and the initial reaction
is, oh, let's fix it. | nmean, you have seen what
ti me has done. You have heard what M crosoft
did. W just contacted Mcrosoft this week as a
matter of fact, and i mediately they call and
say gee, we are nmaki ng sone changes.

And | think fromthe self-regul ation
st andpoi nt, our nmenbers and marketers do not want
to violate our guidelines. They don't want CARU
to cone after them They don't want the DVA to
have a conpl ai nt agai nst them and our new policy
of eventually publicizing the nanes of people who
do not follow our guidelines -- they don't
want that.

And you have to give, | think, us a

little nore tine to get our self-regulation
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really rolling, and I think you need tinme for the
Internet to beconme nuch nore mature as a

mar ket pl ace. It is not at the nonent a mature
mar ket pl ace, and we have to have tine to watch it
and see what is happeni ng.

And we don't say the FTC does not have
jurisdiction to go after the bad guys. Qur view
is you do, but it's not just you do and do
sonmet hing about it. |It's go get them (Go get
them Put them out of business because it hurts
all of us. It hurts our kids, it hurts parents,
and it hurts nmarketers. So if you have people
who are fraudul ent and deceptive on there, get
themoff. dCose themup and get rid of them

But the self-regulation can nove nuch
nore rapidly than government |aws and so forth
and we can nove internationally, and as we go
forward and try to get conpliance and not have to
worry so nmuch about the conflict of |aws, whose
| aw applies here. So | think it's still an
i nfant enough nediumthat we need a little nore
time to go forward and keep the fire, keep the
pressure on us to keep our word.

COW SSI ONER STEI GER: Jerry, you've

just said a word that we haven't heard a great
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deal about and that is internationally.
Certainly you fol ks, the advertising comunity,
the legal comunity here are extrenely active in
and current with the European Union. And | am
interested to know whet her you think their
Privacy Directive will have an Anmerican i npact.
I don't nmean in the sense of what you nay be
doing in marketing or advertising abroad. But
will it inpact the U S. market? | realize this,
too, is inits infancy and not yet in force, but
| think it mght be useful to hear if anyone has
any w sdom about the inpact of the EU privacy
st andar ds.

MR. CERASALE: Well, | guess that is a
question first directed at ne. W are in the

process -- | think the government is going

forward to try and say that the Anmerican standard

in the notice and opt-out standard from our
under st andi ng woul d neet the EU guidelines, and |
think that that is clearly our position at the
DVMA in pushing forward for that.

One of the things that for us, | think
| said in the first day as we opened the
heari ngs, these set of workshops or hearings, is

that the policy and principle that overlays
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traditional nedia, the tel ephone, the nail and so
forth and commerce that we use, should also apply
over the Internet in cyberspace, in whatever form
that commerce takes in cyberspace, whether it's
E-mail or through the Web. And | think that that
is the push that we have that the DVA is going
forward with to bring those policies to bear in
this new nedium And | think that that
protection, especially with P3 and so forth in
this new nedium wll work and will nost |ikely
nmeet the European directive.

The Internet is becomng a very
interesting place. In sales we know of many
stories of sone small conpany putting up
information on a Web site and suddenly their
vol ume of sales grows fourfold and not any of
those sales are in the United States. They are
com ng from Mal aysia. There is a story that
Senator Leahy likes to talk about the Bow Tie
Pasta Conpany in Waterbury, Vernont, which is
just being inundated wth Ml aysi an requests for
their pasta and is sending that out.

So I think that we have to set up
guidelines to protect privacy that keeps the

Internet open. The guidelines go across

For The Record, Inc. (301) 870-8025

216



© 00 N oo o B~ w N P

N N N N NN P P R R R R R Rp R
g N W N P O © 0O N O 00 M W N PP O

i nternational boundaries, and we have to, through
our self-regulation, and the DVA's got a group of
ot her nations' DMAs together to try to get those
gui delines set internationally so that we can
have a conmon base, and it can be done very

qui ckly wi thout worrying about different forns of
governnmental intervention in numerous countries.

COW SSI ONER STEI GER: John, do you
have anything to add? | know you' ve been
I nt er est ed.

MR. KAMP: Jerry's very optimstic
about those guidelines. | nust say to you very
directly that I think that the European
gui delines that | have seen are very scary
because | think they are not appropriate for the
United States. | don't think that they would
work very well even in Europe.

We are working with others in the
governnment. W think the Magazi ner-type process
that is working for the QI generally mght be a
process that we will have to create and do that.
Unfortunately we are sort of one step at a tine.
We are in New York working with CARU trying to
get the CARU guidelines out in tinme, and we are

clearly not ready. | hope Jerry is right that in
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ef fect whatever happens in the U S. becones the
standard because |'m very nervous about those EU
gui del i nes.

COMM SSI ONER STEI GER: Thank you.

M5. SCHWARTZ: Anyone, as we go around
the table who wants to al so address that issue,
of course please do so, but Julie DeFal co,
Nat i onal Consuner Coalition.

M5. DeFALCO  Thanks very nuch. |'m
happy to be here. | think I would like to start
out wth a question. Are these conpani es that
are violating privacy on the Net sinister or just
clueless? | think the answer affects what your
policy prescriptions are.

| personally think that a | ot of these
conpani es that are doing this stuff, as it's been
poi nted out by a lot of industry groups, just
really didn't understand that there was initially
a problem and they acted to fix it.

| think that sonething that the survey
data show that we heard yesterday, sone people
are responsive to enotional representations of
this issue, which we have seen in the Wall Street
Journal on Monday and the New York Tinmes on

Wednesday. And it doesn't help when this issue
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iIs examned in sort of a hysterical manner as in
people's privacy is being violated. | nean if
the worst thing that's happening to children on
the Internet is that people are trying to sel
them products, then | think it says a | ot about
our society.

| think the real question is what can
the FTC do that industry and ot her organizations
cannot do better? A lot of tal ks have been about
educating consuners and only just now have | been
hearing who is educating consuners. |It's nostly
been in the passive voi ce.

| think the DVA booklet is great, and
" m sure Consuners Union and Consumer Federation
of Anerica and other groups will come up with
simlar itens like that, if they haven't
al r eady.

| think the worst thing that could
happen is the governnent educating consuners,
I magi ni ng a panphlet, "Your Governnment Expl ains
Encryption,” "Your Government Explains Anonymty,"
is kind of scary. | think it gives people a
fal se sense of security to put the enphasis on a
restricting only what marketers do.

And actually | think that marketers and
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advertisers on the Internet should act
appropriately and follow their guidelines, and
they shoul dn't do anything that violates any of
man's or God's |aws, | suppose. But the idea
that children will feel slighted or be
unpr ot ected because they are restricted from
goi ng on a page, parents are supposed to set
limts for their children. They are supposed to
| et children know that there are certain things
that they cannot do and when they get ol der, they
can do. If you don't trust parents to do this, |
don't know what nakes you think that an anonynous
busi nessman or a governnent bureaucrat woul d.

| think the best thing for the FTC to
do on this issue is instead of standing up and
doi ng sonething, sitting down and not doing
anything right now, just sort of hanging out as |
said the other day. | think the FTC should
pursue outright fraud such as viol ations of what
conpani es say they are going to do online. |
think that is an inplicit contract, and | think
there is plenty of roomthere to use | aws that
are already on the books.

I think another thing that would be

good, which no one really tal ked about, would be
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for the governnment to also conme up with simlar
guidelines to the industry, for how the
governnment is going to handl e data online and
what opt-in/opt-out options citizens have. Maybe
we give out information to the governnent

that m ght have potential to do harm

heard yesterday that the FBI has been going
undercover in chat roons to catch child

por nogr aphers, which | think we can all agree is
a good thing, but I kind of wonder what other

ki nds of things the FBI m ght go undercover on,
on the Internet.

So that's all | wanted to say. Thank
you very nuch.

M5. SCHWARTZ: |1'mgoing to ask Shelley
Pasni k fromthe Center For Media Education, |
want to cone back to you. | want to give
everyone a chance to speak who has not yet
spoken.

M5. PASNIK: [It's been a | ong week and
everyone's worked really hard, so | want to
invite everyone over to ny office in about three
to four weeks when ny Jelly Bellies arrive and
all ny other loot that I'll be receiving as the

result of giving out personally identifiable
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i nformati on, so cone on over.

The title of ny remarks are The Two
Faces of Advertisers or A Nane is A Nane is A
Nane. Now, we heard Dan speak earlier that there
is nothing to cue you to indicate what woul d
appeal to a child on the Internet. Anobng the
sites that | exam ned, Colgate Kids Wrld,
I ngeni ous Kids Station, KidsCom Kids Star,
MacDonal d's Kids, Mcrosoft Kids, Nabisco Kids,
Pat hfi nder For Kids. How nuch of a cue do you
need? These sites are clearly designed to appear
to youth, to young kids.

Secondarily, | attend a | ot of
mar keting to kids conferences. They go by
Digital Kids or Kid Power. | read, anong other
publications, Kid Screen and Selling to Kids.
This is a huge market. In fact, it's a $200
billion market in terns of the anount of noney
that children are spending or the anount of noney
that they're influencing their parents to spend,
so let's keep that in mnd as well.

At these marketing conferences, though,
you should keep in mnd the types of |anguage or
the kind of |anguage that advertisers use. |It's

one thing to conme to a formal proceedi ng, such as
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this one, and put on the face for the Conmm ssion,
but it's another in the way that their practices
are discussed at these marketing conferences.
They tal k about "cybertots" or the "clickerati."
That is the new generation that is growi ng up
right now. They talk about wanting to create

i mpul se tantruns simlar to what you see children
havi ng when they are in line at a supermarket.
That sort of notion of having a tantrum because
they want something so badly. That's their

goal. And also, they want to capture kids
attention, their mnd sharing, their loyalty.

And | invite you to read many of the transcripts
fromsonme of these marketing to kids

conferences. | think it will give you a far

di fferent perspective than perhaps the one that
you are getting today.

In terns of the blocking technol ogy
that we have seen denonstrated or that we have
heard di scussed over the course of the |ast
few days as well as the last year, | think
t hese conpani es shoul d be conmmended.

Everyone should be trying to address the
i nportant issue of privacy.

We heard sone question about
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bl ocki ng softwares' effectiveness, but they have
the potential to be very effective when it cones
to fair practices and practices that aren't
decepti ve.

But what we are tal king about today are
those practices that can be defined as unfair or
deceptive. For exanple, collecting personally
identifiable information fromchildren w thout
verifiable consent is an unfair practice. W
al so heard Jerry tal k about |et the medi um
mature. How long, though, will it take before
parenting or parental involvenent becones
obsol ete? Right nowto involve parents before
personal ly identifiable information is collected
is a good practice, and one that all conpanies
shoul d subscri be to.

Secondarily, collecting information for
two purposes but only disclosing one is a
deceptive practice or not disclosing at all is a
deceptive practice, and I woul d encourage the
Federal Trade Conmmi ssion to use the jurisdiction
that they have in these two areas.

Al so, we have heard the denonstration
we saw a little bit of the denonstration from P3

and they, too, should be applauded. Again,
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everyone shoul d be | ooking at ways to protect
children's privacy. However, |'ve heard many
others say the proof is in the pudding or the
devil is in the details or we're going to have to
drill down. And that's just it. There have not
been enough details forthcom ng about exactly how
this will be inplenented. Instead, |'ve heard
those participating in the coalition talk about
the need to protect the status quo, the status
guo being an opt-out system and certainly this
IS not going to be an effective way to protect
children's privacy.

Al so, privacy is narrowmy defined, that
we nust consider the context in which personally
identifiable information is collected from
children. Is it sinply the formthat you see on
one screen or is it the solicitations, the
enticenents, the encouragenents that exist on the
precedi ng screens? For these reasons, | again
woul d encourage the Conm ssion to please act in
this area. Children's privacy is too inportant
to allow it to be threatened again and again as
we have seen and as the research will continue to
show.

COW SSI ONER VARNEY:  Shel l ey, | think
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you brought up a very inportant point that we
have not discussed here at all. You know,
Jupiter Kids sent me a flyer. The flyer was,
cone to our Digital Kids Conference. Find out
where the kids are, who they are, how you can get
information fromthemto increase your marketing
potenti al .

| think there is a real dichotony
bet ween what one woul d guess goes on at those
conferences and what's happened here. And I
woul d very nmuch appreci ate anybody submtting for
the record, if they have attended the conference,
what their views were, if there are transcripts
of these kinds of conferences, because you have
this whole industry evolving that is teaching
people how to find kids online and how to get
information fromthem and how to market back to
them which is sonewhat inconsistent with all the
good intentions we have heard expressed here. So
any information that the Conm ssion can get on
that for the record I think would be very
hel pf ul .

By the way, when | tried to register
for the conference, they told nme they were full.

(Laughter.)
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M5. SCHWARTZ: Deirdre Mulligan for the
Center for Denocracy and Technol ogy.

M5. MULLIGAN. | want to make, | guess,
four kind of prefatory comments and then
actually want to try to answer Christine's
comment that was asked earlier in one of the
precedi ng panel s.

I think I want to kind of respond or
make a rejoinder to Shirley's comment about old
paradi gns, new nedia. | think what | was trying
to say, the values remain fairly constant.
However, technology, be it our ability to clone
humans, which we recently have been struggling
wWith, or the ability of children to interact with
others in a very unnonitored environnent, which
is what we are presented with, that is what
di sti ngui shes the Internet fromthe TV or from
the tel ephone even. |In sone instances
the range of interactions challenges us to
figure out how we inplenment those values in a new
medi um

And | guess what |I'm asking for is that

i n thinking about how to preserve the values that we

not react, but that we reflect and then proceed

t houghtfully because | think it's in that way
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that we are going to be able to mnimze the
ri sks, but nore inportantly because of the role |
think the Internet is going to play in our lives
in the future, maxi mze the benefits, and | think
there are many.

| want to make one comment in kind of
tal ki ng about the CARU and the CFA/ CMVE
guidelines. | amvery anxious with us treating
chil dren between the ages of 12 and 16 as though
they are 12. | think that if our psychiatrist
friend Mchael Brody were here today, he woul d
tell you that between the ages of 12 and 16,
whi ch is when sex education begins in schools,
which is when children begin to take out library
books that they don't want their parents to know
about, that kids are very often seeking out
information. Sonetines that information requires
themto turn over information because they want
to get sonething in the mail and perhaps they
don't want their parents consenting. Perhaps
they want to get that on their own and that
children do have privacy interests in sone
context that are distinct fromtheir parents.

| think particularly when those

children are between the ages of 12 and 16, |
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don't know about you, but having been 12 and 16
once nyself, there were many things that | m ght
have shared with you that | wouldn't share with
nmy parents. So | would really hesitate to treat
those children as though they were all the sane.

Finally, | think that in responding to
your question earlier, Christine, about what do
we do now when the technol ogy is not yet
avai l able to give us verifiable parental consent
or sone idea of what parents want to choose for
their children, | think that we can't just fixate
on the age of the child. | think that sone
conbi nation of the age of a child, but probably
nore a reflection of what Shelley tal ked about is
what is the age of the child -- what is the age
of the person that the Wb site is trying to
attract.

And | think that there probably is sone
roomfor the FTC to say that until we have a way
to act responsively, since everyone at the table
has said that's what their goal is to do, that
per haps there can be sone guidelines in the
meantime that say well, until you can get
parental consent, that perhaps you should refrain

fromcertain activities at sites that are
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directly targeting a very young popul ati on.

And | think that while that encourages
the market to respond by saying, we are not saying
you can never do this. W are saying that you
need to do this responsibly. And we are trying
to put sone fire behind the devel opnment of that
technol ogy. And so | would consider sonething in
those | i nes.

M5. SCHWARTZ: |'mgoing to ask next
Leslie Byrne, who is Assistant to the President
and head of the U S. Ofice of Consuner Affairs
and then Bill MclLeod.

M5. BYRNE: | was going to say
sonething else until Deirdre started. W don't
all ow 16 year olds to sign contracts to | ease a
car. And now that we have invented contractua
privacy, to enter into a contract to negotiate
your privacy rights away, | doubt very seriously
if we can hold any mnor to a contract that it,

i n essence, says that they can negotiate these
rights.

When we started tal king about privacy
preferences instead of privacy rights, we have
created this quagmre. And that is basically

what we are tal king about here. W have got
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mar keti ng conpanies who are data mning. And in
the effort to data mne, they are setting up
contractual privacy and they are doing this with
children. And a child, as far as | know, in this
country cannot be held accountable for a
contract. And | would hope that the FTC woul d
address that specific issue. |If we are going to
engage in contractual privacy, how can we enforce
that on a mnor? That is ny first point.

My second point is that John had
nmentioned that by setting up sonme framework, we
may freeze technology. | think that w thout a
framewor k, technology is going to shoot off into
1,000 different directions. There is no focus to
the technol ogy. The technol ogy has 1,000 good
ways to do everything but no framework, and that
is why | think we definitely need sonme kind of
framework to focus the efforts of all these
wonder ful technol ogi cal advances that we have
heard about today.

And Conmi ssioner Steiger made, | think,
two really excellent points; one is about
l'ibraries and schools where parents don't have
control, where parents can't watch, where parents

can't put preferences on them Every school in
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this nation is supposed to be wired by the year
2000 whatever. | know that in ny home county of
Fai rfax we have an ongoi ng debate about what
l'ibraries are doing in oversight of children on
the Internet. And to pretend that this is only a
honme- based issue, | think, msses a trenendous
audi ence for who is getting this materi al .
Comm ssi oner Steiger also nentioned the
EU directive, and | had the CEC del egati on on
privacy fromthe United States, and | wll tell
you that | amnot as taciturn as sone of the
ot her speakers that our industry is not facing
sel f-inposed trade barriers unless they deal wth
this issue in a real way. W not only have the
EU directive, we have the potential of the
I nternational Standards Organization doing
privacy directives. W have a whole |ist of
Canadi an directives that are being | ooked at.
And none of them whether the 1 CO Canadi ans or
the EU are as market driven as ours. And w thout
our recognition that we have got to cone to sone
ki nd of harnony, | do think we have a rea
potential for self-inposed trade barriers in our
i dea of how to, for exanple, set up contractua

privacy wwth children. And so those are ny
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conment s.

M5. SCHWARTZ: Bill MclLeod, as | read
this, Bill, you are appearing today on behal f of
the Grocery Manufacturers.

MR. MacLEOD: That's correct. And
per haps as an exanple, | mght nention a conpany
that is not a nenber but a conpany whose product
has been nentioned already and that is, | am not
aware of any Federal Trade Comm ssion case
that woul d support the proposition that sending a
free package of Jelly Bellies through the mail is
an unfair or deceptive act or practice.

I think it is inportant to renenber
what it is that the Conm ssion can and shoul d do
and what it is that can be achieved by private
practices and voluntary guidelines. | think to
Shirley Sarna's point that perhaps this is an
area where the government m ght be worthwhile
noving in, | would suggest that if we take that
step now, we are nore likely to not only inpede
techni cal progress, but also to inpede the
ethical and the noral progress that we have seen
over the last year with the voluntary efforts
t hat have been undert aken.

There is no question, | think, in
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anybody's m nd that the FTC could pass and
enforce guidelines or rules that go as far as
have been acconplished in the various guidelines
t hat have been proposed and that conpani es can
now adopt voluntarily on their own.

GVA was al so an associ ation that
supported whol eheartedly the Federal Trade
Comm ssion's efforts in publishing the Geen
Qui de several years ago and then in revising
those guides just recently. And |let us renenber
what it was that led to the call for and the
i ssuance of the G een Guides. It was a nunber of
FTC investigations. It was a nunber of FTC cases
whi ch now nunber in the dozens. There was a very
| ong track record of FTC | aw enforcenents agai nst
unfair and deceptive acts or practices in that
i ndustry which led to a call for sone gui dance
for the industry as a whole to follow

That is the kind of pattern that |
woul d suggest woul d be appropriate to follow
here. Before we get to the point at which we are
deci ding whether it is appropriate for government
action as opposed to continued voluntary action,
let's ask the question whether the worst that we

can see here is getting a free package of Jelly
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Bel I i es through the mail

COMM SSI ONER VARNEY: Bill, | have got
to interrupt you on this, I"'msorry. | would be
very interested to knowif all of the other
i ndustries that have been participating in the
| ast four days would agree with the proposition
that it is better for us to go ahead and
prosecute prior to establishing guidelines as to
what we think is actionable behavior. | cannot
accept that that is a universal view of the best
way to go.

Secondly, | don't believe that
characterizing sending Jelly Bellies through the
mail is an offense of any kind. | think the

question is the anmount of information that is

being solicited on Wb sites that are targeted to

small children without their parents' know edge
and consent. |Is that a practice that we should
be considering investigating? Self-regulatory
approach, governnent approach, what is the
answer? | think to characterize that as sending
jelly beans to kids, and you know what, maybe
there is sonme harmfromsending jelly beans to a
di abetic kid. There m ght be a problemthere.
MR KAMP: | don't want to take on the
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second, but since he was asked if any of the rest
of us agreed, the jelly bean one is too
conplicated for this late in the afternoon. |
think ny blood sugar is too | ow or sonething.

But on the first one, | clearly think
that if there are cases, and | presune there are,
wi || be, have been, Shelley has pointed out sone
stuff that troubles nme, at least on its face. |If
there are cases of fraud, for exanple, that are
clearly within the agency's jurisdiction and
there is serious harmto famlies, it's the right
and the responsibility of the FTC, and | can't
i magi ne any Comm ssioner at this agency not
bringing the appropriate case, and | can't
i magi ne any of our trade associations, at |east
nmy trade association standing up and saying you
are doing the wong thing.

COWMM SSI ONER VARNEY: |'m not sure that
we are tal king about fraud and decepti on.
think we m ght be tal ki ng about unfairness and,
Comm ssi oner Starek, you nentioned unfairness
this norning, | believe, and | would like you to
correct ne. | believe you said that perhaps
collecting informati on for one purpose and using

it for additional purposes may be an unfair
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practice.

Now, | don't pretend that that is a
maj ority of Comm ssioners' views, but | just
cannot believe that industry would want us to
start bringing cases w thout sonme sort of
di al ogue whether it anmounts to voluntary
guidelines. | nmean, | think, yes, we are going
to enforce fraud and deception. There is no
guestion about that. But what about those cases
that don't fall in fraud and decepti on.

MR. MacLEOD: Was that a question?

COW SSI ONER VARNEY: No. It was
what ever you call it.

MR. KAMP: Rhetorical question.

M5. SCHWARTZ: We have been al nost
conpl etely around the table except for Marc
Rot enberg. Do you want to step in now or wait?

MR. ROTENBERG |1'Ill step in.

| just wanted to take a step back and
try to put our discussions in sone context
because not only do | advocate for privacy, |
al so teach and study privacy. And | don't think
there is any question that this is one of the
nost historic events on the privacy tinme line. |

think we can say probably not since the 1973
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study undertaken by HEW has there been a nore
conprehensive effort to understand the chall enges
that we face with new technology. And for this,

| think the FTCis to be commended for the very
good wor k.

But at the same tinme, | have to share
with you a concern because we have spent nuch of
the tinme this week and even today tal king about
t he adequacy of self-regulation and how
self-regul ation can be nade to work, and | have
to tell you, this is not the way we have
general ly done privacy in this country.

It is not.

It was our country which in the 18th
century established the right of a citizen to
private home and private correspondence agai nst
t he governnent, and it was our country at the end
of the 19th century which first suggested that
i ndividual s had a right in their good nane when
it was m sused by others.

And through the course of the 20th
century, we have devel oped the nost conprehensive
set of privacy safeguards and rights of any
nation in the world. You have privacy rights in

your credit records, in your banking records.
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You have themin your cable subscriber records,
your E-mail, your video rental record. And yet,
t oday, when we confront one of the greatest
privacy challenges we ever had as a nation, for
some reason, we turn away from governnent. And
we say let's see what solution we can reach

W t hout the assistance of the governnent, which
Is, of course, us.

Now, let nme try to explain why it is we
have rights in law to protect privacy and what
that nmeans. You see when you establish a right
in law, you give everyone a claim not just the
rich, not just the technol ogically sophisticated,
not just those that can w thstand market
pressure. Everyone has a claimto get access to
their credit report when a | oan application is
deni ed, to be assured that the high school
records of their children will not be disclosed
to strangers. And |ike many rights, nost of us
rarely care about these things until we need
t hem

Sonmeone who | respect very nuch wote a
colum this week tal king about privacy as a
preference, and he said what is neat about these

new t echni ques is they allow people to act on
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privacy to the extent of their preference. As
much as | like this fellow, | disagree. W are
not tal king about the color of your shirt, the
si ze of your shoes, what kind of car you like to
drive. W are tal king about basic rights.

The majority of people in this country
don't vote. They exercise a choice not to vote.
But they never give up that right. They never
sell it and they never lose it.

Now, let nme just say briefly what |
think the challenges will be for us as we go
forward in this area.

Peopl e need a right, the legal right to
get access to their information, not to a policy,
not to a statenent of the type of information
that is collected, but to be able to see that
i nformati on, and we have done that with virtually
every privacy lawin this country. | see no
reason why we can't do it in this discussion.

Peopl e shoul d have the right to be
anonynous, particularly in conmercial
transactions. Alan Geenspan will tell you that
the majority of consunmer transactions in this
country are cash based. They are anonynous.

When you go to a store to buy a product or a
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good, you don't need to say who you are. You
don't need to disclose your preferences. |If you
are interested in what they offer and you can pay
for it, they will give it to you.

| don't see what the rush is to collect
all this personal information. | don't see why
we need techniques to facilitate the collection
and sal e of personal data. W need the
opposite. W need techniques to limt the
coll ection and sal e of personal data.

W have a very real problem and I
just -- I wish to convey to you sone sense of
urgency about this. There is sone sense of
urgency because people across this country are
concerned about |oss of privacy and they shoul d
be.

And I'msorry if in the course of this
week |'ve been sonewhat critical of industry. It
is the case of the people participating in this
process that are probably doing their best, but |
got to tell you sonething, you are not doing
enough. You are just not. It is not enough to
say to sonmeone we have got your perm ssion to use
your information. Thank you. Now go away. You

have to give people rights in that information
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They have to know how the data is being
collected, and | think that is going to be the
challenge. And I'll tell you sonething: |If you
don't neet that challenge, if it doesn't happen,
we are going to start to see sone real privacy
protests in this country. Those things happen
and they will happen here.

M5. SCHWARTZ: We have been around the
tabl e once now. | want to give an opportunity if
you wanted to ask sone questions.

COMWM SSI ONER STAREK: Wl |, maybe one.
Actually, I would kind of like to follow up on
the last point that has been nmade. | stressed,
and Christine nentioned, that we have unfairness
authority here. Qur statute gives us the
authority to take action when there is an unfair
act or practice in the market. And we have a
statutory test to determne what is unfair. And
maybe you can explain to nme how the collection of
i nformati on when there is consent given is unfair
to anybody.

So, in other words, while protecting
people's privacy is truly inportant, it doesn't
have a lot to do with our jurisdiction. Because

our jurisdiction deals with deceptive acts and
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practices and unfair acts and practices.

MR. ROTENBERG Wl |, Comm ssioner,
appreciate your point, and | think part of what
this nmeans, of course, is that the FTC has sone
role in addressing the privacy issues, but other
groups wll need to step in as well. It may be a
role for Congress and a role for other agencies.
| don't think there is any disagreenent on this.

But to go a step further, you asked the
guestion what is the concern. As strong as |
feel about this issue, I'mnot going to sort of
wave worst case scenarios in front of you. |
don't think the evidence is there, that there
have been many of those incidents. There have
been sone to be sure, but not nany.

| guess the question really that all of
us have to answer as we think about our future in
this informati on age and the future of our
children in this information age is, do we really
want to create an environnment where before our
ki ds can get access to information they have to
say who they are? They have to disclose their
address. They have to answer sonme questions
about their famly's incone.

| nean, | can tell you grow ng up, |
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had wonderful opportunities and libraries and

bookstores and | nmean it was just a world of

information, and | don't renenber filling out
forms. | don't renenber getting on all these
lists. | think this world has changed nuch nore

dramatically than we realize. And it concerns
me. |t concerns nme that strangers would know

nore about ny famly than | know about ny

famly.

M5. SCHWARTZ: Thank you.

Eli zabeth, it's been so |long since you
put your sign up, | don't know if you want to now

have your opportunity to speak the second tine
around.

M5. LASCOUTX: Jerry and Dan and John
made a |lot of the points for ne. [|'Il doit,
although | really just did want to respond to one
thing that Charlotte said that the burden of this
whol e self-regul atory systemis on the parent. |
the burden is very nuch on the advertiser, the one
that we are going to hold to our guidelines. But
one of our guiding principles is that the primary
relationship in a child s life is that between
the child and parent and the advertiser should do

everything they can to foster that. And all of
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our guidelines kind of speak to that, and that is
why we encourage and are working towards
ef fective notice and choice for parents.

But |I really just wanted to nmake sure
that | got to refute that it's all on the
parents. Parenting is hard. Saying no to your
child is hard. | have a child. She is old
enough that it doesn't matter if | say no to
her. But that is part of parenting. So we all
have to deal with our children's anger because we
won't let themgo on a site that collects
information that's private. You have to deal
with your kid' s anger if you won't let her go to
the park at night. | nean, | don't see that
there is an undue burden on parents if sone sites
collect informati on and sonme parents won't |et
their children go there.

Since |'ve got the mke, let nme just
say that | really want to reinforce what John and
Dan said about it being in the best interest of
i ndustry to act responsibly. Every single group
that's here is showing that that is inportant.

If we don't have consunmer confidence, there wll
be no use of the medium All of the people, and

they are major players who contributed both ideas
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and funds to the P3, have denonstrated the
i nportance of that conmtnent.

My own parent organization online has
just collected I ots of noney from major players
to launch a programcalled BBB Online which is
specifically to help foster consunmer confidence
in online comrerce. Advertisers all knowit.
Nobody with the slightest bit of forethought is
going to contribute to bringing the whole Net
crashi ng down around advertisers' ears.

M5. SCHWARTZ: Thank you. W are
comng close to the end. Jerry has his sign up
and Deirdre indicated she would |ike to speak.

MR. CERASALE: | just wanted to respond
to a rhetorical question from Conm ssi oner
Var ney.

COW SSI ONER VARNEY: Onh, | al ways get
in trouble.

MR. CERASALE: Hopefully, I won't get
into trouble responding.

| think if | have received information
fromyou telling ne you' re going to do X and then you
go and do Y, | have received that information
fromyou falsely. You have deceived me. And |

think that and we agree with that and | think
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that that says sonething about these guidelines.
Qur guidelines say, give notice of what you are

going to do. And give you an opportunity to say

"no." So if you give me information and | tell you

what I'mgoing to do with it and | do sonething
el se, | have deceived you and that brings in a
whol e real m of FTC powers.

If | give you the option to say no, and
you do say no and | don't follow that, again |I've
gi ven a whole real mof opportunity to the FTC
that is right in your current jurisdiction. You
need no |laws, no further guidelines. So | think
that it's really inportant as we | ook at what we
do and we work together on this that our
gui del i nes do say you got to give notice, and
they have to give notice and they have to be
truthful in the notice that they give and give
you the opportunity to say no. So | think that
IS inportant.

And | would say to your rhetorica
question, yes, you do have the authority from
that to nove forward under your current
jurisdiction and you should do so. |If people are
decei ving, we want to stop them

COWMW SSI ONER VARNEY: | guess, Jerry,
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my question goes a little bit beyond that. |
think in the not too distant future we wll be
faced with a question whether in the case of
specific transaction presenting itself as an
enforcenent action or the case of a policy issue,
I think the Commission will have to squarely
address whether or not the intentional collection
of detailed personal information from snal
children is an unfair practice.

I think that is going to be sonething
we have to face. | don't think any of the
gui del i nes have yet resolved that. Mybe they
will. Mybe we need to keep talking. Mybe in a
week, two, three weeks we will be able to get a
cl ear sense of that.

As far as we have gone, | agree

conpletely. W agree on this stuff that it's not

easy, but we agree on the easier stuff. It's the

hard stuff. It's the policy. It's the social

gquestions. |It's the questions Mark has raised.
MR. CERSALE: | think we are at the

situation where we are in the process if |
col l ect sonmething froman eight-year-old child
with the intent to distribute it or I do

distribute it, | think that even the DVA
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goes and says yes, we have got to have sone
consent. But | think you have to | ook at
collection and use together. You have to | ook at
those two things together as we go forward and
through this difficult time, and | nean there are
a lot of things that everyone raised here. Wat
kind of consent as we try and | ook at

tools in the new nediumto try and see if we can
get parental consent? That is really where a | ot
of us are noving, | think, in response to that
guestion as we | ook at collection and use
together, and | think we are probably closer than
it may seemthrough our discussions today this

af t er noon.

COWMW SSI ONER STAREK:  Well, | just
wanted to add that sonme at the table here are
very famliar with our statute regarding
unf ai rness and, of course, you know we have
establ i shed that there be some sort of injury
i nvol ved here that was reasonably unavoi dabl e.
And I'mnot so sure that that's the kind of use
that's put to sonme of this information that's
coll ected constitutes injury. It may in certain
cases, but not in other cases.

MR. CERASALE: True point.
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M5. SCHWARTZ: Deirdre, | think you may
have the final word as a panelist. M/ boss has
the final word, though

M5. MULLIGAN: | didn't think | was
going to hold up under that heavy wave.

| wanted to agree with Mark on al nost
all of his comments except nmaybe one little
exanpl e that when you say that you never had to
sign a formor fill out anything to get
information, and | think that your Wb site and
nmy Web site today prove very differently that
peopl e can cone to nmy Web site and seek out lots
of information, and they can also put their nane
on a distribution list to get our alerts. And
there are many ki ds between the ages of 12 and 16
who choose to do that, and there are many, nmany
ot her ways in which kids are participating in pen
pal progranms, they are seeking out that
information. There are Wb sites that actually
operate areas where they try and Iimt it to
ki ds under a certain age or to girls because they
are trying to create safe environnments. And |
think that there are serious privacy questions
there but that this nmedium has enabl ed people to

engage, as we have said so often in the First
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Amendnent area, we can all be publishers of
information. W can all be advertisers,

suppose in sone sense, and we can all be
recipients of information. And that some of the
ways in which people are seeking out information,
they are giving out things like an E-mail
address, which | think all of us would argue are
personal Iy identifiable information.

And so that all I'masking is that when
we | ook at this, you know, perhaps it's
i nformati on of sonmeone who is identified as a
child so, for exanple, it's at a child' s Wb
site. They have collected information, or it's at
a Wb site where they're collecting information
about how ol d people are because | think that we
want to be sure that we put rules that nesh wth
the medium And that would be it.

M5. SCHWARTZ: Well, | thank everyone
around the table. W have 13 panelists, and |
must say | thought this was going to be a
daunting task to try to conduct a conversation,
and the caliber of the conversation and the
anmount of thoughtful contributions that we've had
to our record has been marvel ous, so | thank you

al | .
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And with that | turn to the D rector of
t he Bureau of Consuner Protection, Jodie
Bernstein, for sonme closing remarks.

M5. BERNSTEIN: Thank you very nuch,
Teresa, and thank all of you.

| must say and it has been ny assigned
task here to try to wap up a truly extraordi nary
week. No small task, | mght add, because it has
been one of the nobst extraordinary events that
|'ve ever had the pleasure of participating in,
and as | thought about it and was particularly
struck that the nunber of people who nmanaged to
still be here at the end of this intense week, |
don't know about all of you, but | sort of felt
like, and this is consistent | guess with our
parent child thene, | think we have all bonded
here. And | was thinking to nyself how am|l
going to thank these people truly for bonding
with us as they have, and so I'mgoing to tel
you about what |'ve got in mnd for your reward.
It will cone in the mail, and it's a T-shirt that
IS going to say on the front of it, I was a
Doobi e at the FTC Privacy Canp.

Now, you only get to keep your T-shirt,

if you fill out a form And you have to check
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one of these boxes. The first one wll say |
loved it and think it was the best thing | ever
did inny life. The second wll say I'm
exhausted and | never want to hear from any of
you again. And the third one will say | | oved
it and I want to receive at a mninmal cost the
new y published canp song as soon as you have it
ready. So | expect all of you to respond. And
in the event you are going to reject your
T-shirt, which you may very well do, please |et
me at least in a nore serious note express our
thanks to all of you who participated in this
extraordinary way all week. You have truly
created an enornously rich record for all of us
to consi der.

| also want to thank particularly the
Comm ssi oners who took part in these sessions al
week. Their active role | think here certainly
underscores their comm tnment to addressing and
respondi ng to these privacy concerns.

One nore thank you, if | may, and that
| do with sonme pride because | would say that our
staff and particularly the fol ks who nmade the
events run and did so effectively were about as

extraordinary a group as |'ve seen in a | ong
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time. M fear is that Tinme Warner or sonebody
el se is going to steal them away because |'ve
never seen such a terrific performance. Let ne
just say one small appl ause for you. Thank you
very much.

(Appl ause.)

Now, let's just reprise the week if we
can briefly. W began on Tuesday, as you al
know, hearing about the astonishing variety of
personal information being collected and stored
i n databases and in sone cases made instantly
avai |l abl e to anyone with access to the Internet.
At the sane tine, however, we saw that industry
appreci ates and is addressing the serious privacy
concerns rai sed by these databases. Many are now
considering ways to restrict access to sensitive
informati on and to provide consunmers with access
to their own information and the ability to
correct it.

Further, key industry nenbers cane
together -- you will find this a consistent thene,
| think, through the week -- and offered a
conpr ehensi ve self-regul atory proposal, a very
positive initial step. W look forward to

continuing the dialogue wwth themto respond to
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some of the concerns that were raised as they
articulated their proposal. W are optimstic;
we, the staff, are optimstic that these concerns
will be net by the tinme the Conm ssion reports to
Congress, as Congress has requested.

The next two sessions concerned online
privacy. These are issues that the Comm ssion
and several of the people have noted that we have
been concerned with, the Comm ssion has been
concerned with for sone tinme. And of the nmany
things that we | earned this week, the nost eye
opening, | think for sone of us anyway, cane in
sessions two and three when we saw just how
strongly consuners care about the security and
confidentiality of their personal information
online. This concern has |ed consunmers to | ook
for greater protections, preferably,
fromvoluntary effort by industry, but if
necessary from governnent.

Now, industry may not yet have been
aware of consuners' strong preference for an
i ndustry response but coincidentally one of the
| eadi ng i ndustry menbers and a nunber of key
trade associations put forward new, innovative

and prom sing self-regulatory policies and
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pr ocedur es.

In addition, three significant
t echnol ogi cal proposals were unveiled. Together,
they were an i npressive beginning in addressing
consuner privacy concerns, and the technol ogy
particularly will play a critical role in a
resulti ng conprehensive self-regul atory
sol uti on.

In addition, all participants commtted
to, and I think this is very inportant to us and
all of you, consuner education projects to
continue to alert consuners to the uses of these
tools. Perhaps nothing cane through as clearly
as the recognition for and the need for consuner
education now and in the future. W |ook forward
to partnering with industry groups and consumner
groups in that aspect in resolving consuners'
concerns.

In the area of unsolicited conmerci al
E-mail we saw the benefits, and this is one of
the benefits of this kind of workshop session,
think, of bringing all sides of a problemto the
table to engage in a very civil discussion of a
difficult problem W are very nuch encouraged

that this disparate group has conmtted itself to
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wor k on devel oping a voluntary solution and w |
report back to the Conm ssion in six nonths.

Finally, together, this is the final
part of this session, we addressed children's
privacy in the online environnent. One of Dr.
Westin's nost striking findings concerned that
topic. As you will recall, Dr. Westin inforned
us that consuners are al nost unani nously, 97
percent, in their belief that Wb sites shoul d
not coll ect personal information fromchildren
and sell or rent that information to others. In
ot her words, consuners wanted, Dr. Westin's
phrase, |aw and order on the Internet.

On the other hand, or perhaps
consi stent with that, we heard fromthe Center
for Media Education and others that a great many
children's Wb sites are conpiling detailed
personal information about the children who visit
them and gi ving parents no neani ngful notice
about these practices and no opportunity to
control them W also heard fromthe FBI and
Departnment of Justice about the frightening
consequences when children's nanmes, addresses or
E-mai| addresses fall into the wong hands.

We are encouraged by the many efforts

For The Record, Inc. (301) 870-8025

257



© 00 N oo o B~ w N P

N N N N NN P P R R R R R Rp R
g N W N P O © 0O N O 00 M W N PP O

258

we have seen in the past year to address consuner
privacy concerns as they relate to children. W
have heard from sone responsi bl e industry nenbers
about inprovenents in their own privacy policy.
We have al so | earned about exciting efforts to
design tools that will enable consuners to use
the technol ogy to exercise control over how their
personal information and their children's
information is used online.

But we al so heard that technol ogy al one
cannot solve problens wthout a strong
self-regulatory commtnent by industry to abide
by privacy policies and to honor consuners'
private preferences. Gven the findings of the
Harris-Westin study and the ot her studies we
heard about this week and what we believe was an
emer gi ng consensus that effective self-regulation
Is the preferred solution, we think there was a
consensus that nore protections are required to
neet parents' expectation for the protection of
their children.

Qur task now, | think, is to put
together all these pieces, to try to put them
together and fit themtogether and try to answer

the follow ng questions: WII| these efforts be
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enough? WII| they happen quickly enough?

I ndustry has conmtted to get back to
us on a nunber of initiatives and we | ook forward
to that response. All of the participants here
enphasi ze the need for education, and we wll
work with themon that.

The record, as noted earlier, remins
open for additional coments which we would
wel cone. Finally, and as all the comm ssioners
have indi cated throughout this week and
ot herwi se, we, staff, will review all of the
i nformati on you have provi ded and additi onal
comments as they conme in and report to the
Conmi ssion as to what other actions are
appropriate. Again, our nost sincere thanks for
a marvel ously beneficial week for us at the
Comm ssion. M thanks to one and all, and now
you may all go hone and await your T-shirt which
is comng in the mail. Thank you.

(Wher eupon, at 4:34 p.m, the taking of

the instant hearing ceased.)
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